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D7.4 – Interim Report on Societal Impact   

ALFA D7.4 Public Page II 

©
  

A
L
F

A
 

. 
S

U
B

J
E

C
T

 
T

O
 

R
E

S
T

R
IC

T
IV

E
 

L
E

G
E

N
D

 
O

N
 

T
H

E
 

F
R

O
N

T
 

P
A

G
E
 

Executive Summary 

This report describes the activities performed within the framework of the ALFA project work 
package 7 (WP7) “Dissemination, Exploitation and Ethical aspects”, task 7.4 “Ethical and societal 
aspects of detection approaches”. It comprises an analysis of the societal impact of the ALFA 
project focusing on ethics and fundamental rights. 

In a first part of this document the context of the project is described: an overview of the drug 
trafficking problem at the European south sea borders is given and the state of the art of 
surveillance technologies for sea and air traffic surveillance is shortly described. Finally, a short 
analysis on the status of light drug liberalisation and the consequences in the context of ALFA is 
conducted. 

The second part of the document includes definitions and descriptions of basic terms in the context 
of “ethics” for H2020 projects: the scope of “ethics” is defined and preliminary remarks and 
definitions of the terms “ethics”, “research ethics”, “fundamental rights” and “privacy” are included. 
The project consortium has appointed an external ethics advisor (EEA) to support the ethics 
assessment and to raise awareness of specific ethical issues among the consortium members. 
Extensive reference has been made to the EEA reports and advice during the elaboration of this 
document and parts of these reports are included here. 

In the following, principles of data protection and security are derived from fundamental principles 
defined in the relevant regulations and directives effective in the EU. The surveillance technologies 
used in ALFA are then analysed with respect to the sensitivity of the data with respect to privacy. 
For completeness, complementary surveillance technologies, which have not been selected for the 
ALFA system, are also analysed and some specific issues are pointed out. 

Data management has been described in a separate deliverable, which was published at the 
beginning of the project, and is not repeated here in any detail. However, a short account of some 
updated details of the data management is given, which mainly addresses data acquired from 
“external” sources. In the following, an overview of the concept of data minimisation is given and 
the “privacy-by-design” architecture of the ALFA core system is concisely described. 

The final chapter of the document deals with research ethics. This addresses good scientific 
practice from a general point of view. Research data handling in terms of data protection and 
potentially sharing data with other researchers is treated in the following. Finally, specific 
provisions for the protection of personal rights and personal data of research participants are 
discussed.  
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Chapter 1 Introduction 

Protecting European borders against drug trafficking is necessary to increase the EU internal 
security by the reduction of cross border crime and prevent (or reduce) drug trafficking as well as 
trafficking of other illicit goods. This is currently aggravated by the increasing use of small aircraft 
that allows for almost undetected border crossings, especially coastal borders. Due to the ever 
increasing capabilities of UAVs (unpiloted/unmanned aerial vehicles), especially in terms of 
carriage capacity, flight range and autonomy, UAVs are perceived as a future threat enabling 
transport of illicit goods across borders with very low risk of detection and prosecution. 

Therefore, a system is needed that can add to existing surveillance means and significantly 
increases the detection probability, particularly for small aircraft. The ALFA (Advanced Low Flying 
Aircrafts Detection and Tracking) surveillance system, to be developed within the framework of this 
project, is offering these capabilities. It will bridge the existing capability gap of current operational 
surveillance systems for border control and complement it with a prediction of the landing or 
dropping zone of the aircraft. 

Border security is obviously a critical topic for all EU Member states, especially for those countries 
with external land and maritime borders. The ALFA project is expected to increase surveillance 
capabilities contributing to the prevention of cross border crimes, in particular in terms of reduction 
of the traffic of drugs, weapons and other illicit substances. It focuses on the improvement of the 
skills for combating drug smugglers that exploit a new modus operandi for crossing borders 
undetected using small low flying aircraft loaded with drugs. This situation is a global issue, but it 
has been identified as a major obstacle to combat drug smuggling entering through the south coast 
of Spain and Portugal. 

This report describes the activities performed within the framework of the ALFA project work 
package 7 (WP7) “Dissemination, Exploitation and Ethical aspects”, task 7.4 “Ethical and societal 
aspects of detection approaches”. It comprises an analysis of the societal impact of the ALFA 
project. As it is a public deliverable, its target readers are not necessarily familiar with the (mostly 
confidential) details of the ALFA project and the project proposal with the associated description of 
the underlying issues. 

Therefore, the first part of this deliverable (chapter 2) focuses on the societal and technical 
context of ALFA with a description of drug markets and drug trafficking at the European south 
borders. To elucidate the scope of the project, some technical insight into the different means of air 
transport used for trafficking, such as small and ultra-light aircraft and unmanned aerial vehicles 
(UAVs) is given. This is followed by a short overview of existing surveillance technologies for sea 
and air traffic, elucidating the shortcomings of capabilities that ALFA intends to fill. Finally, a short 
analysis on the status of light drug liberalisation and the consequences in the context of ALFA is 
conducted. 

The second part of the document focuses on ethical and fundamental rights implications of the 
project. Clearly, a general legal analysis of the usage of surveillance technologies by security 
forces at the borders of different European countries is out of scope of this project. Such analyses 
have already been conducted, for example, by dedicated FP7 projects. So, most importantly – as 
the core of ALFA are different sensing technologies – the potential recording of personal data in 
conjunction with required means of protection of such data are analysed. ALFA employs a “privacy 
by design” approach throughout its architecture. This approach is shortly summarised to elucidate 
how ALFA will protect any data it collects. 

Additionally, other ethical aspects of the project are discussed: research ethics and good 
scientific practice. The latter includes use of research data and potential accessibility to the 
scientific community. Although ALFA has opted out of the H2020 pilot on open research data, the 
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ALFA consortium has elaborated a data management plan and will provide unclassified research 
data to the community. 

There is an intersection of fundamental rights and research ethics when a study deals with human 
participants, whose rights and privacy have to be respected. The same applies to subjects that are 
knowingly or unknowingly monitored during testing and demonstration activities. The protection of 
privacy of such research participants is outlined accordingly. 

To monitor and assess the ethical and legal dimension of the project, an External Ethics Advisor 
(EEA) has been attributed. The input of the EEA has been considered in the analyses throughout 
this document. Wherever appropriate, the respective content of the EEA’s report and advice are 
directly included into the text. 

This deliverable is issued at the mid-term of the project. Any future changes and extensions will be 

analysed and included in an updated version of this deliverable at the end of the project. 
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Chapter 2 ALFA context 

2.1 Drug market overview 

The market for illicit drugs is a major concern for law enforcement and society. An in-depth 
analysis of the drug market in Europe in conjunction with drug trafficking and production is found in 
the EU Drug Markets Report issued by the European Monitoring Centre for Drugs and Drug 
Addiction (EMCDDA) in cooperation with Europol (EMCDDA, 2016a).  

Organised crime groups (OCGs) generate a fifth to a third of their revenue on the drug market, 
making it their predominant source of income. The global proceed of drug sales in the year 2014 
are estimated to add up to between EUR 334 billion to EUR 511 billion, which is comparable to the 
GDP of a medium to large national economy like Sweden, Poland or Belgium (May, 2017). 
Europeans alone are estimated to spend more than EUR 24 billion on illicit drugs each year, an 
average of EUR 47 per capita (EMCDDA, 2016b). 

Illicit drugs are a diverse class in respect to their origin, using demographic and motivation for their 
consumption. There are relatively well integrated as well as marginalised users and ranging levels 
of associated health and social issues. Drugs produced from plant material are mostly supplied 
linearly in large amounts from few sources in the same region to be disseminated along an 
established pattern, while others like Amphetamine are manufactured and sold in a decentralised 
way. The social acceptance and perceived risks also factor into the spread of a drug on the 
consumer level. It is therefore important in the context of this deliverable to consider the 
background information for the most important classes of drugs sold the EU. 

The following paragraphs contain an introduction to the most common drug types traded in Europe, 
their common forms, prevalence in society and using demographic, retail market, associated risks 
as well as their geographical origin and supply. Statistics on the size of the drug market presented 
here are estimates by EMCDDA and UNODC (United Nations Office on Drugs and Crime) among 
others, mainly based on successful drug seizures and anonymous surveys. Presented figures are 
often conservative estimates and are best suited for a general overview but also to illustrate recent 
developments.  

 

Cannabis 

Cannabis is the collective term for plant material derived from the cannabis plant that is consumed 
for recreational and pharmaceutical purposes. The most widespread forms of the drug are the 
herbal flowering tops commonly known as marijuana and the processed resin known as hashish. 
The main active components of cannabis are the psychoactive tetrahydrocannabinol (THC) and 
cannabidiol (CBD) which is known for antipsychotic properties. The amount and ratio of these 
compounds can vary drastically by factors such as genetic strain, cultivation and processing.  

Cannabis is the most prevalent and socially accepted illicit drug in European society. Its use is 
common among all social classes and roughly 6.1% of Europeans have taken the drug within a 
period of one year1 based on most recent data for 27 countries. The EMCDDA estimates a 
combined consumption of about 647 tonnes of herbal cannabis and 641 tonnes of cannabis resin 
worth over EUR 9.3 billion by Europeans in 2013 (EMCDDA, 2016a). 

                                                
1
 Data taken from (EMCDDA, 2017a). For a breakdown in age groups see (EMCDDA, 2016a) Table 3.1: In 

2013 the estimation of cannabis consumption in age groups 15-24 was 16.4% and in the age group 15-34 
was 13.3%. 



D7.4 – Interim Report on Societal Impact  

ALFA D7.4  Public page 4 of 68 

It is most commonly consumed by smoking, often in combination with tobacco. Other forms of 
intake have emerged however, like ingestion with food or inhalation of extracted and purified 
cannabis oil for inhalation using electronic cigarettes or vaporisers. Cannabis consumption has 
been linked to an increased risk of mental health issues and social problems in regular users, 
especially in individuals with a predisposition for schizophrenia. Other risks include intoxicated 
driving, damage to respiratory systems due to smoking and long-term effects on brain development 
during adolescence.  

Herbal cannabis sold on the European market is mostly grown inside Europe, outdoors as well as 
indoors. Major seizures of herbal cannabis from outside the EU have however been reported, 
especially entering through Turkey, where more than 180 tonnes likely originating in Afghanistan 
were confiscated in 2013 (EMCDDA, 2016a). Most of the cannabis resin consumed in Europe is 
produced in Morocco, with Afghanistan recently re-emerging as a supplier (UNODC, 2013b). Spain 
is the major entry point of cannabis resin smuggled into Europe with an estimated two-thirds of 
throughput in 2014 (EMCDDA, 2016a). Further information on Cannabis supply and trafficking 
routes can be found in chapter 2.3. 

The average retail price of cannabis herb at EUR 7 – 11 per gram is slightly lower than that of 
cannabis resin (EUR 9 – 12 per gram), while the herbal form is of a lower average potency with 8 – 
12% of THC compared to 12 – 18% in the resin (EMCDDA, 2015b). Changes in cultivation and 
selective breeding have caused cannabis strains with a higher THC content to become more 
mainstream both in Europe and abroad. Potent plant material paired with sophisticated purification 
techniques can provide cannabis products of up to tenfold the usual potency. In 2018 Potter and 
Forti analysed purified cannabis waxes that contained between 73 and 83% THC and less than 1% 
CBD (Potter, 2018). 

 

Heroin and other opioids 

Opioids are substances that bind to opioid receptors in the human body, while opiates usually refer 
to natural alkaloids such as morphine that are extracted from the dried latex of poppies, most 
commonly the Papaver somniferum. Heroin (diamorphine), a semisynthetic opioid and by far the 
most commonly used, is a more potent direct derivative of morphine. Heroin can be smoked or 
snorted but is usually dissolved and injected intravenously. Next to heroin, a wide range of 
synthetic opioids such as oxycodone, methadone or fentanyl exist. 

Like most opioids, heroin is highly addictive, and its use is associated with a significant proportion 
of drug overdoses. The propagation of transmissible diseases such as HIV or Hepatitis B and C is 
closely related to the sharing of nonsterile needles for heroin injection. Most heroin users are 
marginalised and stigmatised and it is rarely consumed on just an occasional basis (Trautmann, 
2013).  

The EMCDDA estimates that about 0.4% of the European population aged 15 to 64 are high-risk 
opioid users (EMCDDA, 2015a). Opioids are the second most widespread drug class in the EU 
with an estimated annual value of EUR 6.8 billion. In 2015, law enforcement seized about 
12.9 tonnes of heroin in the EU, Turkey and Norway (EMCDDA, 2017a). Opium Poppies are 
mainly grown in South-West Asia, South-East Asia and Middle and South America (EMCDDA–
Europol, 2013). Afghanistan is the most important supplier by far, with a global share of 85% in 
2014, although a recent decrease in Afghan production and an emerging supply from the Middle 
East have been reported (UNODC, 2015a,b). Trafficking of Heroin into Europe traditionally takes 
place via the Balkan route with Turkey as an important transit point and partner to EU law 
enforcement. Of all heroin seizures in 2015, 64% took place in Turkey (EMCDDA 2017a). Another 
emerging trend is the trafficking of bulk amounts in maritime container shipments into many EU 
ports.  

There has been a diversification on the market for synthetic opioids. In 2013, 8% of patients 
treated, cited an opioid other than heroin. Most common were methadone and buprenorphine. 
Interestingly there are large regional differences in opioid prevalence. The majority of opioid use in 
Finland was buprenorphine, whereas fentanyl was most common in Estonia. A conclusion to this 
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might be, that opioids are largely interchangeable and availability is the most important factor for 
market dominance (EMCDDA, 2015a). 

It should be noted, that prescription medication diverted from the legal market and counterfeit 
medicines containing fentanyl and fentanyl derivatives are already widespread in the United States 
(UNODC, 2017a) The Centers for Disease Control and Prevention report a more than threefold 
increase of overdose deaths from synthetic opioid use from 2013 to 20152. 

 

Cocaine 

Cocaine is a name of a naturally occurring stimulant extracted from the leaves of coca plants 
(Erythroxylum coca, Erythroxylum novogranatense). The hydrochloride salt of the compound is a 
white powder and usually referred to by the name cocaine, which is most mostly consumed by 
snorting and less often by intravenous injection. The free base of cocaine is commonly known as 
crack and generally smoked. 

In the EU, cocaine use is mostly concentrated on southern and western Europe. It is Europe’s 
most commonly used illicit stimulant with an estimated annual market of EUR 5.7 billion. The 
hydrochloride is the most common form and most users are relatively well integrated, with 
infrequent consumption less than once per week (Frijns and van Laar, 2013; Winstock, 2015). A 
small amount of users develops a problematic use pattern. Crack cocaine however is mostly used 
by marginalised demographics. The use of cocaine in general has declined since 2008 (EMCDDA, 
2016a). An estimated 0.9% of Europeans have consumed cocaine in the last year (EMCDDA, 
2017a, based on age 15-64 and most recent data from 25 countries). 

The main risks of cocaine use are considered to be heart damage and mental health issues. 
Accidents during intoxication are also more frequent. Injection of cocaine carries the risk of 
transmissible diseases as with heroin. Mean prices for cocaine on the retail market in 2015 range 
from roughly EUR 50 – 100 per gram for the hydrochloride. Data for crack cocaine is sparse due to 
the lower numbers and marginalisation of its users, but it is reported to be slightly cheaper than the 
hydrochloride in Bulgaria and Germany (EMCDDA, 2017a).  

Cocaine hydrochloride is almost exclusively produced in the Andes, specifically in Colombia, 
Bolivia and Peru. Crack cocaine is converted from cocaine hydrochloride in Europe, often by the 
consumer as this can be done using regular household appliances and little previous knowledge. 
There are few reliable figures on the production of cocaine, but it is estimated to have increased 
recently after a period of decline according to the UNODC (UNODC, 2015a). Trafficking to Europe 
takes place mostly by ship, departing commonly in Brazil or Venezuela with the Caribbean or West 
Africa as transhipment zones, from which the substance is smuggled into the EU by sea or air 
trafficking. OCGs employ a number of sophisticated trafficking and concealment strategies for the 
high-value drug, that are elaborated in chapter 2.3.  
 

Phenethylamines 

The most important phenethylamines on the European drug market are amphetamine, 
methamphetamine and MDMA. They are synthetic stimulants with a mutual phenethylamine 
scaffold in their chemical structure. The effects and target demographics of amphetamine / 
methamphetamine and MDMA are somewhat different. While the former are mainly used as 
stimulants, performance enhancers and competitors to cocaine in northern Europe, the latter is 
better known for its euphoriant effects and more commonly found in the electronic dance scene. 
On the European market, amphetamine is more common than methamphetamine, which is 
however slowly gaining in popularity. Combined, amphetamine and methamphetamine are 
estimated to sell at an annual revenue of EUR 1.8 billion, MDMA sells at a combined annual EUR 
0.67 billion (EMCDDA, 2016a). 

                                                
2
 Centers for Disease Control and Prevention, National Center for Health Statistics. Multiple Cause of Death 

1999-2015 on CDC WONDER Online Database, released 2016, https://wonder.cdc.gov 



D7.4 – Interim Report on Societal Impact  

ALFA D7.4  Public page 6 of 68 

Amphetamine, which is produced and sold as sulphate salt, is a white and water soluble powder 
that is normally ingested or snorted but can also be injected. Methamphetamine on the other hand 
is manufactured as crystalline hydrochloride salt, which is similar to amphetamine in terms of 
consumption but can also be smoked due to its relatively higher volatility. Consumers of 
amphetamine and methamphetamine are split into casual users with a low frequency of 
recreational use in a social context as well as to improve work performance and into high-risk 
problematic users. An estimated 12 million of Europeans have tried either drug in their lifetime 
(EMCDDA, 2015a). Problematic amphetamine use is most prevalent in northern Europe while 
problematic use of methamphetamine is focused on the Czech Republic and Slovakia (Reitox, 
2015). Amphetamine and methamphetamine are sometimes indistinguishable for the consumer, 
with both substances reported to be sold interchangeably in Norway. Long term adverse health 
effects such as heart damage, neurological damage and mental health issues are associated with 
problematic amphetamine and methamphetamine use. Intake by injection or smoking bears 
additional health risks like infectious diseases and pulmonary damage linked to these forms of 
consumption.  

Like methamphetamine, MDMA (ecstasy) is produced as hydrochloride and has traditionally been 
sold in tablet form, although it can be found in crystalline or powder form as well. It is consumed by 
ingestion and most commonly used in a social context. MDMA is rarely taken in a problematic 
pattern, in a survey by Frijns and van Laar, only 5% of consumers responded by saying they take 
the drug once a week or more frequently (Frijns and van Laar, 2013). Health risks due to MDMA 
are more acute than chronic and especially in concurrent use with alcohol associated with 
dehydration and circulatory issues. 

A requirement for the production of Phenethylamines are synthetic expertise and access to 
precursor chemicals. The production of these drugs for the European market is therefore controlled 
by a small number of criminal organisations with a large number of production sites mostly inside 
Europe. Synthesis of amphetamine is compartmentalised into the production of amphetamine base 
oil and the further processing in other locations. While the former is mainly produced in the 
Netherlands, processing takes place decentralised in many European countries (NCA, 2015). 
Methamphetamine is mainly produced in the Czech Republic and its neighbour states. Production 
of MDMA takes place almost exclusively in Belgium and the Netherlands and is not limited to 
European supply but export as well. MDMA found in the United States is often manufactured inside 
the EU (USDEA, 2013). 

The operation of unregistered chemical laboratories has disastrous impacts on the environment, 
since the produced chemical waste is not disposed of properly but dumped in the drain or directly 
into nature. Europol estimates that due to Phenethylamine production, at least 134 tonnes of toxic 
waste end up in the environment each year (EMCDDA, 2016a).  

 

New psychoactive substances (NPS) 

The final important and emerging collective class of illicit drugs are new psychoactive substances, 
a broad range of synthetic compounds that have various pharmacological effects similar to 
established drugs. Synthetic cannabinoids and cathionines, phenethylamines, opioids, tryptamines, 
benzodiazepines and arylalkylamines fall into this category. Between 2010 and 2015, 380 new 
substances have been detected on the market, the annual number of newly detected substances is 
now 4 times as high as it was in 2009. (Figure 7.2 in EMCDDA, 2016a). Traditionally NPS are 
compounds originally invented for medicinal purposes and diverted from or produced illegally apart 
from the pharmaceutical industry. A recent development however, sees unknown substances with 
core scaffolds derived from existing substances and new substitution patterns flooding the market. 
These derivatives are unpredictable and can be relatively harmless or highly potent and 
dangerous.  

The Monitoring of NPS is part of the EU Early Warning System, where information about newly 
emerging drugs is collected by local agencies and sent to the EMCDDA and Europol. Both 
cooperate on assessing the associated risks and conduct background research on the compound 
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to be submitted to the European Medicines Agency. The Council of Europe then decides on the 
legal response and control measures (EMCDDA, 2018a). The EU Early Warning System currently 
monitors over 620 NPS (EMCDDA, 2017b).  

The legality of unregistered substances is often vague, leading them to be advertised as legal and 
less dangerous alternatives to established drugs. Some are explicitly marketed as functional 
materials not meant for consumption such as “research chemicals”, while others are marketed as 
“legal highs” or “dietary supplements”. The consuming demographic of NPS is as broad as their 
effects and ranges from experimental drug users over recreational or performance enhancing to 
high-risk marginalised users. This is facilitated by high availability with the substances being sold 
not only by street dealers but in brick and mortar stores and online shops as well. Suppliers are 
largely legitimate Chinese and Indian chemical manufacturers, that distribute their products 
worldwide discretely and safely by express mail in smaller amounts, or by sea and air cargo in 
larger amounts. The packaging of the purchased material for distribution takes place in Europe.  

Regardless of their pharmacological effects, NPS pose all the health risks linked to certain forms of 
intake, such as smoking or intravenous injection that were previously discussed for other drug 
classes. Especially problematic is the consumption of NPS by drug users as a substitute. A slight 
change in the chemical structure can severely alter a drug’s potency and mechanism of action, 
mass poisonings and overdoses have been reported (EMCDDA, 2016a). 

 

Recent developments in organised drug trade 

As any other market, drug trade relies on regional specialisation. Most substances are produced 
on a large scale in a centralised location and are distributed from there to meet demand. In case of 
Europe, plant-based illicit substances are mainly manufactured outside of the EU and smuggled 
across borders via sea, land or air transportation. Crossing protected borders is a major limitation 
in the drug supply chain, that is alleviated by the recent boom in international trade. Container 
traffic in Rotterdam for example increased threefold from 1990 to 2014 (EMCDDA 2016a)3 while 
traffic in Shanghai even grew by a factor of just under 80 in the same time (Lam & Cullinane, 
2003).  

For one thing, globalisation has increased the cost efficiency of the legitimate freight traffic, which 
is being exploited for drug trafficking in various ways, such as corruption of dock labourers. 
Previously isolated markets are opened up to new types of drugs, raising demand. Another 
consequence is the greatly facilitated transfer of scientific and technological know-how that can be 
used by OCGs to optimise cultivation, production, purification and concealed transportation of 
drugs. Increased supply carries the potential to stimulate demand by higher availability and lower 
prices, ultimately leading to a higher prevalence of drugs in society (Storti & de Grauwe, 2009). 

The rapid and multinational growth of the chemical industry and the accompanying increased 
obtainability of chemicals has made it easier for OCGs to get critical Drug Precursors and 
compounds or solvents needed for refinery. 44% of chemical exports now come from Asia, where 
production is distributed among many small or medium sized companies, making control and 
export oversight more difficult (UNODC, 2014b). 

This globalisation changes not just the operating principles but also the structure of organised 
crime. OCGs are becoming more multinational, with some networks including more than 60 
nationalities. Larger OCGs are diversifying their operations, self-sufficiently establishing and 
maintaining peripheral aspects of the drug trafficking infrastructure like money laundering or the 
disposal of chemical waste. Control over such an optimised infrastructure offers the possibility to 
branch out to other drugs or routes with little additional effort (EMCDDA 2016a). 

 

 

                                                
3
 cited therein https://www.portofrotterdam.com/en/the-port/facts-figures-about-the-port 
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2.2 Impact of drug trade on society, social and financial costs 

Drug trafficking has been the cause of a wide array of social problems. On the one hand are 
medical and social consequences of casual and high-risk drug consumption, with overdoses and 
accidents, chronic illness and social exclusion being a burden on individuals and a financial strain 
on support systems of member states. On the other hand, there are harmful effects of drug 
trafficking in the context of organised crime. With drug trade being the most profitable type of 
crime, OCGs take additional harmful measures to protect their income and the proceeds provide 
the financial foundation for other types of unlawful practices. This chapter should provide a broad 
overview on the cost of drug trafficking to society. As the focus of this project is on current and 
potential drug trafficking across the European south sea borders, predominantly Portugal and 
Spain, further consideration of the social impact of drug trade is mainly concentrated on cannabis 
and cocaine, while the social impact of other drugs is discussed more briefly. 

 

 

Figure 1: Substances cited as main drug by patients in treatment for drug related illnesses. Data from 
(EMCDDA 2017a). 

 

Drug overdoses are the most overt health effect of drug consumption. An annual 6100 Europeans 
die from overdosing, while the number of deaths by HIV/AIDS due to drug use is at 1700 (EC, 
2014b). An annual 1.2 million Europeans are treated for drug abuse (EMCDDA, 2016a), with 
opioids and cannabis most often reported by patients as their main drug (Figure 1). Opioid abuse 
in particular is responsible for a majority of these deaths and approximately a third of people 
entering specialised treatment. Opioid addiction and long-time use accelerate physical ageing and 
are correlated with poly-drug use. The emergence of new synthetic substances and more frequent 
poisonings with unknown compounds bring new challenges to European health systems. (ACMD 
2015b). Synthetic cannabinoids have led to a number of issues. While cannabis itself is rarely 
linked to acute physiological problems, synthetic cannabinoids were reported to have led to a large 
number of poisonings with a few deaths. The comparatively high potency of some of these 
compounds and the formation of ‘hot pockets’, with high concentration of active agent in low-quality 
products, increases the risk for overdoses (EMCDDA, 2017b). 

The number of cocaine overdoses is hard to determine since it is often used in combination with 
opioids amongst high risk users. There were 27% of regular cocaine and non-opioid users in a 
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recent Spanish study however, who stated to have experienced acute symptoms of toxicity. One 
third of these exhibited symptoms of psychosis and more than half reported chest pain. (Santos, 
2012). In contrast, the damage caused by cannabis consumption is rarely physical, apart from lung 
damage caused by inhalation. The main active ingredient THC is linked to a number of mental 
disorders such as psychosis, anxiety, depression and schizophrenia. The EMCDDA states that 
cannabis consumption can respectively cause a temporary psychotic state lasting for a few days, 
trigger psychosis in people with a latent risk, or worsen symptoms in individuals already diagnosed 
with a psychosis (EMCDDA, 2016c). A study published in 2015 found that the risk of psychosis 
doubles among recreational users of cannabis if the consumption had started in the mid-teens 
(Hall, 2014). Although these problems affect only a small minority of consumers, potential drug-
related adverse effects are of particular interest due to the high prevalence of cannabis. Another 
troubling development is the progressive increase of the THC content and simultaneous decrease 
in the concentration of the antipsychotic CBD in cannabis products (EMCDDA, 2016a). 

Aside from direct health damage, the biggest threat of drugs to European health and safety is the 
impact on road safety. To estimate dangers of drugs while driving, the DRUID project (EMCDDA, 
2014a) was established in FP6 among 17 member states and Norway, which showed that between 
2.3% and 12.6% of seriously injured drivers tested positive for illicit drugs. 

The effect of Cannabis on skills important to driving ability are described to include reductions of 
motor control, visual processing, psychomotoric speed and working memory, with the degree 
depending on the dose. The risk for an accident is twice as high under the influence of cannabis as 
it is without. In combination with alcohol, this risk increases to a factor of 15, as alcohol eliminates 
common compensation strategies of drivers under the influence of cannabis (EMCDDA, 2014a). 
Operating a vehicle under the influence of cocaine increases the risk of accidents by 1.5 to 3 times. 
Especially chronic use has been found to bring about a decrease in perception, attention and 
problem-solving skills, along with an increase in impulsive behaviour (EMCDDA, 2014a). 

Another problem triggered by drug trafficking and production are damages to the ecosystem and 
ground water. In the case of cannabis, the damage is particularly notable in countries of mass 
cultivation. In Rif, the major cultivating region of Morocco, there has been widespread 
deforestation, leading to erosion and soil depletion. The employment of agricultural chemicals has 
furthermore caused pollution that seeped from the contaminated soil into the groundwater 
(Chouvy, 2003; Afsahi, 2009). Massive deforestation by slash-and-burn practices have also taken 
place in South America in the context of cocaine cultivation. Soil erosion and depletion were 
caused by the removal of protective vegetation and monocultures, while being amplified by the 
heavy rainfall in the region (Chouvy, 2003; UNODC, 2015d). Cocaine production also involves the 
use of environmentally hazardous and toxic chemicals such as hydrochloric acid, potassium 
permanganate and numerous solvents. This waste is often simply dumped into the ground or into 
nearby rivers, accumulating to millions of tonnes caused by cocaine production alone (UNODC, 
2015d). 

 

2.2.1 Connection of drug trafficking to terrorist organisations or other types of 
crime. 

Drug trafficking operations are not an isolated form of crime and are largely conducted by 
organisations involved in a variety of unlawful activities. Some of these crimes, such as money 
laundering, corruption or gang violence, are integral parts of the drug trafficking infrastructure. 
Other activities are funded by income from the drug market or utilise the same infrastructure. 
Examples include the distribution of counterfeit medicines, human trafficking or smuggling of 
alcohol, tobacco and weapons. Ties between the drug market and terrorism have also been the 
subject of discussion. 

Income from drug sales needs to be obscured and funnelled through seemingly legitimate 
businesses in order to be used on the legitimate market (money laundering). Particularly attractive 
for this are businesses with local significance, which are sparsely digitised and ideally publicly 
managed or subsidised. These may be bars and restaurants, retail outlets or even construction 
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companies and real estate businesses. Gambling is another money laundering option, with fixed 
odds providing a small but predictable loss. On a large scale, this can have negative implications 
on the overall economy since these investments are not directed by productivity but by the 
suitability for money laundering. This can threaten the existence of legitimate competitors (Unger, 
2007). 

Another instrument used by OCGs is corruption, of which drug trafficking is one of the two main 
causes, alongside prostitution. The most commonly targeted group are low-ranking employees of 
public administration and law enforcement. The purposes of corruption include obtaining 
information about ongoing investigations and legal proceedings and their obstruction, as well as 
guaranteeing free trafficking routes. Corruption is considered widespread, especially in Eastern 
European small towns, but is also considered an underlying problem across the EU (EMCDDA, 
2016a). 

Violence in the context of drug trafficking can be divided into three categories. The 
psychopharmacological violence due to drug induced irrationality or impulsive behaviour, the 
economically motivated compulsive violence caused by drug addiction and lastly systemic 
violence. The third category is a substantial tool on the drug market to gain a competitive 
advantage, which is mostly taking place among competitors. Cartels and organisations specialised 
in trafficking are responsible for a significant number of homicides (Goldstein, 1985). Colombia 
experienced a tripling of the homicide rate with the emergence of cartels and cocaine cultivation. 
These went so far as to employ paramilitary groups and existing guerrilla groups (Mejia & 
Restrepo, 2013). In cannabis trade, Moroccan OCGs violently loot fields of rival factions. Incidents 
of extreme violence linked to cannabis trade have also been reported in multiple European 
countries (EMCDDA 2016a). 

Although data on human trafficking is rare, it is known that OCGs often specialise in both drug and 
human trafficking. Turkish and Balkan groups for example are reported to be using the same 
routes and storage facilities for both purposes. Human trafficking victims are also forced to work in 
drug production and smuggling, being pressured by debt or threats to their families (EMCDDA, 
2016a). Drugs itself also play a role in controlling victims of human trafficking, the sexual 
exploitation of women and minors is an example of this. Compliance is enforced by numbing 
substances or long-term addiction, as well as drug debt (Shelley, 2012). 

Links between drug trafficking and politically motivated and terrorist organisations are documented. 
The Colombian FARC as well as opposing groups have imposed taxes on the supply of cocaine 
and therefore benefited from it. Both the Irish Republican Army and the Basque ETA had 
connections to OCGs involved in drug operations. It is also known that the Taliban have imposed 
taxes on heroin production in Afghanistan. Between 2000 and 2010, there were 18 known links 
between terrorist groups and drug trafficking organisations. These alliances usually provide access 
to shared organisational resources, while the organised crime group often acts as a source of 
funding for the terrorist organisation. These links are often more coincidental and originate from 
convenience rather than being systemic, since both OCGs and terrorist organisations thrive in 
countries with weak political systems. Drug trafficking is not believed to be the one of the main 
sources of income for most terrorism cells (Tupman, 2014). ISIL4 for example had generated most 
of its profits from oil smuggling, until recently. Single-actor terrorist attacks, as they occurred 
worldwide in recent years, generally do not require large scale funding (Oftedahl, 2015). Drug 
crime can however correlate with a feeling of marginalisation and trigger radicalisation, as well as 
provide criminal contacts to give access to weapons and other support. 

  

                                                
4
 Islamic State of Iraq and the Levant, also known as ISIS, Islamic State of Iraq and Syria. 



D7.4 – Interim Report on Societal Impact  

ALFA D7.4  Public page 11 of 68 

2.3 Drug trafficking at the European south borders 

2.3.1 The supply of cannabis and cocaine 

Cannabis 

The European cannabis market is split into herbal cannabis and cannabis resin. The former is 
assumed to be mainly produced inside the EU. The actors involved in the production of herbal 
cannabis exist on a broad spectrum from individuals growing few cannabis plants for social supply 
and a small profit on the retail market, to OCGs cultivating large amounts for transnational 
distribution. The most important large scale suppliers for herbal cannabis are Dutch and 
Vietnamese OCGs. Dutch OCGs have started cultivation in other EU countries while providing 
equipment and know-how to local farmers. In a recent case in France, an indoor plantation of 600 
plants was discovered (Larcher, 2015). They have also set up networks of real estate purchase, 
electricity theft and grow shops operate and expand independently. Vietnamese OCGs operate in 
central and eastern Europe, but also in countries such as Ireland, Hungary or Sweden. They have 
been reported to exploit migrants and human trafficking victims for work on plantations, often under 
harsh conditions (EMCDDA, 2016a). 

The production of cannabis resin is more centralised, with cultivation and processing taking place 
outside of Europe. Historically there has been large scale cultivation of cannabis in central Asia, 
which has shifted towards Afghanistan in the late 19th and early 20th century. In late 1960s 
production of larger amounts of hashish began in Morocco (Clarke, 1998). Lebanon was the main 
source of hashish in the 1970s and 1980s, known for high-quality sieved resin, amongst which the 
Red Lebanese was widely known. Hashish production in Lebanon and Afghanistan declined in the 
1980s and 1990s due to governmental eradication measures in the former and war in the latter. 
This led to an opening in the market for Moroccan cannabis, which rose to dominance in the 
following years (Clarke, 1998). There are conflicting reports by the EMCDDA and UNODC whether 
Morocco or Afghanistan is the largest hashish producer, but both hold a considerable market share 
(Table 1). The UNODC reports a sharp decline in Moroccan cannabis production by three quarters 
based on data indicating reduced crop areas, while the EMCDDA disputes this based on data for 
drug seizures (Chouvy, 2016). 

Law enforcement interviewed by Chouvy has noticed a shift in the shape of hashish packages. The 
traditional soap bar shape (savonette) weighing 250 grams per unit have been replaced by smaller 
shapes such as 200 grams balls or 10 grams pellets. THC content of Moroccan cannabis resin in 
France rose from 8% in traditional savonettes to 16% in 2012. Chouvy speculates that resins of 
higher concentration may not be the final product sold on the retail market but a concentrate to be 
further diluted. The lacing of hashish with a wide array of adulterants such as wax, glue, flour or 
milk powder has been reported by consumers and market watchers. The presence of impurities 
could be confirmed by researchers of the CRISP project for hashish seized in the UK. This 
indicates that highly potent strains could be used in Morocco to reduce crops and smuggling 
quantities while maintaining supply levels.  

Cannabis cultivation in Morocco historically takes place in the Rif region, with the kif cannabis 
landrace having long been the only cultivated strain. Recently there has been a trend of kif being 
displaced by hybrid strains with higher potency, some of which yield three to five times more resin 
compared to kif (Chouvy & Afsahi, 2014). This switch was believed to have been caused by the 
bad reputation of kif based Moroccan resin on the European drug market and the increasing 
competition from herbal cannabis. Chouvy cites an anonymous source claiming that Moroccan 
producers and French dealers complained about difficulties selling Moroccan hashish (Chouvy, 
2016). This competition with herbal cannabis is reinforced by the fact that extraction devices for 
small scale conversion to cannabis resin are already on the European market. 

Although hashish production in Afghanistan and Lebanon has increased again in the past decade, 
the availability of cannabis products in Europe from these countries remains low. The prevalence 
of cannabis resin in the Afghan population is very high with 15 – 25% of males using the drug 
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regularly and consumption of hashish being a source of household debt (Macdonald, 2007: p.201). 
This indicates that a non-negligible amount of the produced drug is sold inside the country. 

 

Cultivating region Cultivation area Cannabis strain 

Morocco 47,196 ha (in 2013)  
(UNODC 2015c) 

kif (Moroccan sativa),  
hybrid strains (high potency) 

Afghanistan 12,000 ha* (in 2011)  
(UNODC, 2012a) 

indica strains (high yield) 

*This data is an estimate on large scale commercial mono-crops, which 
is a deceptive measurement for Afghanistan, where private cannabis 
cultivation is also widespread. (Chouvy, 2016) 

Lebanon 35,000 to 50,000 ha (in 2014) 
(source: Lebanese authorities 
(Chouvy, 2016) 

sativa strains 

Table 1: Estimated cultivation, and cannabis strain by country as taken from Chouvy. 

 

Data for the supply of cannabis resin is unreliable, since it is dependent on the trustworthiness of 
arrested offenders and seizure data, which might be distorted. Estimates for crop area are not 
proportional to hashish yield due to the high fluctuations for different strains. Nevertheless, 
Morocco or Afghanistan are the main producers of cannabis resin with the Lebanon as the third 
most significant supplier, while Moroccan cannabis resin seems to be the dominant product on the 
European market (Table 1).  

 

Cocaine 

Cocaine is traditionally being produced via chemical extraction from components of the coca plant. 
The latter is grown in the Andes in Bolivia, Peru and Colombia. Recent developments in cocaine 
cultivation are difficult to determine due to divergent data sets. While the UNODC reports a 
decreasing cultivation area in Bolivia and Peru from 2010 to 2014 and an increase for Colombia, 
as well as a slight decrease in global coca cultivation, the US government sees an increase in 
global cultivation, with crop areas only diminishing in Peru (UNODC, 2015a; Office of National 
Drug Control Policy, 2015). Estimates on the total production of cocaine are also believed to be 
insufficient with the UNODC assuming an annual global amount of 700 tonnes, which is just slightly 
below 687 tonnes, the amount of seizures in 2013. Seizures in the EU have risen from 51 tonnes in 
2010 to 70 tonnes in 2015 however, indicating a rise in cocaine supply and/or demand inside the 
EU (EMCDDA, 2017a; based on 27 countries including Norway and Turkey). 

To produce cocaine, coca leaves are crushed with sulphuric acid, calcium carbonate and kerosene 
to extract the coca base paste. The latter is then purified using potassium permanganate to obtain 
coca base, which is further converted to the desired cocaine hydrochloride by adding ammonia, 
hydrochloric acid and acetone. To achieve a more consistent texture and maximise profits by 
lowering the concentration of cocaine, cutting agents may also be added.  

These chemicals are essential and potentially limiting to cocaine production, which is why 
potassium permanganate is a controlled substance. Seized shipments of potassium permanganate 
have fallen in 2008 and did not increase afterwards, leading to the assumption that OCGs have 
integrated the production of potassium permanganate into their infrastructure, becoming more 
independent from outside sources. 
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2.3.2 Trafficking routes for cannabis and cocaine  

This chapter is a summary on the most important trafficking routes of cannabis and cocaine from 
their respective countries of origin into the EU. Although there have been some developments 
regarding the competition between herbal cannabis and hashish, the supply of cannabis and 
cocaine to the European market has remained steady (Figure 2). 

 

 

Figure 2: Reported seizures of cocaine, cannabis herb and resin in 28 EU countries, Norway and Turkey. 
Data from (EMCDDA, 2017a). 

 

Cannabis 

As established in Chapters 2.1 and 2.3, there is a growing competition between the traditionally 
dominating cannabis resin from Morocco, Afghanistan and Lebanon, and herbal cannabis with a 
delocalised supply. It is assumed in the 2016 drug market report, that the majority of herbal 
cannabis is produced inside Europe, although large seizures of cannabis herb were made in 
Antwerp with shipments coming from Senegal, Ghana and Honduras (Belgium: Reitox, 2015). The 
country with the largest seizures of herbal cannabis in Europe is Turkey, with a total of 180 tonnes 
in 2013 (EMCDDA, 2015a). Cannabis resin however is almost exclusively trafficked from outside 
the EU (EMCDDA, 2016a).  

The main entry point for Moroccan hashish into the EU is Spain, with the resin being directly 
trafficked from Morocco, primarily by boat. The trafficking proceeds over France into Belgium and 
the Netherlands, which are centres of distribution. Western and northern Europe are the largest 
markets for cannabis resin, Denmark is another transit point for hashish intended for sale in 
northern Europe. The common trafficking route for Afghan resin into Europe proceeds via the 
Balkans into Albania, from where it is distributed on the retail market or further trafficked to Belgium 
or, even more so, The Netherlands to be distributed from there (EMCDDA, 2016a). 

A new Emerging trafficking route for Moroccan resin however, may be the transportation via the 
Mediterranean sea to northern African countries to the east of Morocco. The aim being the 
exploitation of political instability in these regions. Over 100 tonnes of cannabis resin have been 
seized in these regions in recent years (EMCDDA, 2016a). 
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Cocaine 

The production of cocaine takes place further away from Europe, and the supply of cocaine is 
limited compared to cannabis resin, making the supply chain more complex and elaborate. 

Cocaine production takes place in Colombia, Bolivia and Peru, from where the cargo intended for 
the European market is transported to countries of departure, from where the cargo is exported via 
sea or air. 

The most important departure points for cocaine are the northern and eastern parts of South 
America (Brazil, Ecuador, Venezuela and Colombia), although departures from the south, such as 
Argentina, have been observed. Venezuela is rising in importance, while the relevance of 
Colombia, a former common departure point, seems to be declining. A benefit of Venezuela is the 
busy maritime traffic with the Caribbean, allowing illicit transports to blend in (EMCDDA, 2016a).  

There are two significant transit areas, the first being the Caribbean, particularly the Dominican 
Republic and Jamaica. From there the cocaine is either transported by sea with Azores as most 
important transit point, or transported via air travel (EMCDDA, 2016a). 

The second transit area is West Africa and its adjacent islands, such as Cape Verde, Madeira or 
the Canary islands. The relevance of West Africa has decreased recently, following large seizures 
in Ghana, Nigeria and Ivory Coast (UNODC, 2015a). 

The trafficking to Europe from West Africa takes place in various ways. A widely used route 
proceeds via northern Morocco into Spain using the established infrastructure for cannabis resin. 
Another possible route in Tanzania/East Africa has emerged in 2010, suggested by increased 
seizures in Tanzania. Cocaine routes are diverse and very flexible with new routes opening and 
closing quickly as a reaction to seizures by law enforcement (EMCDDA, 2016a). 

Cocaine enters Europe by sea, by air or overland, with the former being the most common method. 
More than two thirds of the cocaine seized on its way to Europe arrives by maritime transport. 
(EMCDDA, 2016a). 

The delivery occurs with small private boats as well as by international container vessels, with 
seizures of the latter having increased six-fold from 2006 to 2013 (EMCDDA, 2016a). Entry points 
are all the major European container ports such as Rotterdam, Antwerp, Hamburg, Algeciras and 
Valencia. Drugs trafficked on commercial vessels used to be concealed within the containers, but 
there has been a shift to the rip-on/rip-off method in the past years. This method involves corrupt 
port employees and officials with some degree of influence in both the departure and destination 
ports. One rip-on team covertly loads an illicit shipment onto a legitimate container prior to 
departure and another rip-off team recovers the illicit cargo on arrival. The container needs to be in 
a position accessible to both rip-on and rip-off teams in the respective port and spare security seals 
are used to re-seal the container and avoid suspicion. This method has also been attempted in 
airports but does not seem to be widespread outside container ports (EMCDDA, 2016a). 

The second important method of cocaine trafficking is via air travel, again using both private 
smaller vehicles as well as couriers on commercial passenger flights. 

The routes by air are often direct flights from Latin America with important transhipment points in 
the Caribbean, Cape Verde, and the Canary Islands. Only an eight of the cocaine seized in Europe 
was discovered in the context of air trafficking, but there was a high number of individual seizures, 
therefore distributing the risk from OCG operations onto individuals. Couriers are caught using 
various methods of concealment for drugs, usually in the luggage, sometimes on or even inside the 
body, risking serious poisonings and injuries (EMCDDA, 2016a). It is unclear, which of these is the 
most common method, because the frequency of seizures does not necessarily reflect the 
effectiveness of a method. The couriers come from a wide range of countries with European 
citizens being the majority.  

Cocaine is transported in various consistency, e.g. in a liquid form to fool sensors on airport 
security. Another problem of unknown extent is the chemical concealment of cocaine by 
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incorporation into common materials such as beeswax, coffee, plastic or fuels. The cocaine is then 
extracted in laboratories inside the country of arrival (EMCDDA, 2016a). 

Seizures of just over 80 kg of crack cocaine were reported by the EMCDDA in 2015, more than 
half of which happened in the United Kingdom. This might reflect the relatively low prevalence of 
the drug in Europe or the fact, that crack cocaine is often made from cocaine base prior to use and 
not trafficked in large amounts. (EMCDDA, 2017a) 

 

2.3.3 Air trafficking – manned aircraft 

ALFA focuses on the issue of drug trafficking via air passage from Morocco to Spain and Portugal. 
The respective border control systems, SIVE and SIVICC, were not specifically designed for the 
detection of aerial objects. According to the GC (Guardia Civil) and the GNR (Guarda Nacional 
Republicana) small manned aircraft, such as Cessna 1725 (Figure 3) are widely used for drug 
smuggling, while the use UAVs (unmanned aerial vehicles) for such purposes is not a current 
threat, but expected to emerge in the near future. The quickly developing technology and dropping 
prices are likely to increase the attractiveness of drones to OCGs (organised crime groups). First 
attempts to use UAVs for drug smuggling have already been witnessed by GC. An overview on the 
occurring and potential role of manned aircraft and unmanned aerial vehicles in cross-border drug 
trade is provided below. 

 

   
 

Figure 3: left – Alouette III (background) passing an Alouette II (image source: jjvanginkel  123RF.com);  

right – Cessna F172M Skyhawk (image source: gordzam  123RF.com). 

A common strategy for air trafficking is to pass the border with a light manned aircraft and land in 
sparsely populated areas, where even in case of detection at the border a targeted response is 
difficult. Figure 4 illustrates common routes for air trafficking with small aircraft in the region 
surrounding the Strait of Gibraltar:  

1. direct air trafficking into Spain with landing zone in unpopulated area;  
2. air trafficking into Guadiana river between Spain and Portugal; 
3. air trafficking into Portugal following maritime transshipment from international waters.  

The green area surrounding the land masses indicates the 12 nm zone of territorial waters. 

                                                
5
 Cessna 172 Skyhawk is the most-produced aircraft with more than 44,000 units produced since 1956. 
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Figure 4: Common routes of air trafficking with small planes on the strait of Gibraltar (Claus et al., 2018)
6
. 

 

Helicopters, light and ultralight fixed wing aircraft and autogyros are amongst the manned aerial 
vehicles proven to be used for this type of drug trafficking. In 2016 for example, a small Alouette II 
helicopter (see Figure 3) was seized, modified to carry up to 600 kg of drugs from Morocco to 
Spain (Gibraltar Chronicle, 2016). In another case in Spain, a drug ring was caught, and 5.1 tonnes 
of hashish seized alongside two planes and a helicopter, which are suspected to have been used 
to import the drug from Morocco. The same group reportedly attempted to set up a flying club to 
import Columbian cocaine (The Local, 2017). In 2014 a light airplane (Cessna 210) was used to fly 
268 kg of cocaine inside the UK (The Guardian, 2016). Even ultralight aircraft (similar to the one 
depicted in Figure 5 – left picture) have been observed in such transports as seen near San Diego 
in 2014 when a crashed ultralight vehicle was found loaded with 113 kg of Cannabis (NBC San 
Diego, 2014). Small planes, autogyros (Figure 5 – right picture) and helicopters were detected by 
GC to have been used not only for drug smuggling but also human trafficking. Terrorism with these 
vehicles has not yet been registered on Spanish property but might lie within their capabilities.  

 

   

Figure 5: left – motorised ultralight glider (image source: ivantagan  123RF.com), 

right – autogyro (image source: aks123rf  123RF.com). 

                                                
6
 The map was created using topographic data from http://www.naturalearthdata.com/downloads, and 

maritime boundaries from http://www.marineregions.org/ https://doi.org/10.14284/313 
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In Portugal, small flying boats are used by OCGs to carry illicit goods into the country after a 
transhipment from large vessels took place on international waters. This is facilitated due the 
location of the country on Europe's external maritime border and its close proximity of 100 nautical 
miles (nm) to Morocco, which make it a common transit route for shipments from the south Atlantic 
basin. Because of this, it is not unnatural for a drug shipment from Morocco or Columbia to pass 
Portugal without attracting attention and then tranship the goods onto flying boats to transport the 
cargo onto the mainland. 
 
GNR further detected several low flight aircraft from the south which repeatedly flew over the 
border line between Portugal and Spain into the Guadiana river. This led to a more complex 
intervention due to uncertainty over the jurisdiction of the crime. 

 

2.3.4 UAVs 

The term UAV (unpiloted/unmanned aerial vehicle) covers a large range of actually quite different 
aerial systems. UAVs have gained considerable interest of very different user groups, ranging from 
military to hobbyists. The combination of high-capacity electric power supply, sophisticated position 
control and steering algorithms combined with a multitude of sensing technologies (barometer, 
compass, satellite navigation, inertial sensing, etc.) allows for an enormous flexibility and ease of 
use. This is combined with a sophisticated remote control with back link (e.g. to enable a “first-
person-view” flying experience) and very good video performance. Mobile devices, such as 
smartphones or tables are included in the remote control system to provide a video display and a 
comfortable and capable user interface. This makes UAVs attractive for a multitude of applications 
in engineering (e.g. optical inspection of wind turbines), science (e.g. surveying and 
photogrammetry) and video production. 

Although UAVs are no major threat in the context of drug trafficking so far, a couple of incidents 
have been reported. In 2015, a hexacopter UAV of the model “Spread Wings 900” crashed a little 
over 3 km before the US-Mexican border in Tijuana. The Drone was apparently overloaded with a 
package of 3 kg methamphetamine and was collected by Mexican law enforcement (San Diego 
Union-Tribune, 2015). In 2017 however, a drone was detected successfully carrying a bag of more 
than 5 kg of methamphetamine with a street value of an estimated $46,000 across the US-Mexican 
border into San Diego county, where the drone was hidden, and the package planned to be 
delivered to a local contact (Los Angeles Times, 2017). This type of trafficking could also take near 
the Strait of Gibraltar, which is less than 8 nautical miles wide at its narrowest point.  

The fast-paced technological development and civil commercial exploitation of UAVs has led to the 
availability of long range models able to quickly cover the distance between Morocco and Portugal. 
The possibility of eliminating the human factor from the aircraft (decreasing the potential for human 
error and the risk of being caught) might factor into the emergence of this technology for drug 
trafficking. Ship based launching mechanisms might be utilised to increase the distance and gain 
access to a wide range of possible landing sites. A 2018 seizure of 653 kg of cannabis in 
Guergarate, a Moroccan controlled village in Western Sahara, already included 120 UAVs and 
various technological equipment. Moroccan law enforcement suspected these to be used to 
smuggle the substance into Mauritania (North Africa Post, 2018). 
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Figure 6: left – artist’s impression of a military Predator drone (image source: nerthuz  123RF.com), 

right – fixed-wing UAV with combustion engine (image source: smithore  123RF.com). 

In the context of ALFA, UAVs should be distinguished in four different categories: 

1. Military drones, such as the General Atomics MQ-1 Predator (Figure 6) or MQ-9 Reaper. 
These remote-piloted aircraft are comparatively large with a length on the order of 8..10 m, 
14..20 m wingspan and 1..4 tons of weight. Operation distance is a few 1000 km with an 
operation time of 20..30 hours. This type of UAV is considered irrelevant for ALFA. 
Nonetheless, with respect to surveillance and detection it would exhibit similar properties as 
any conventional small aircraft. 

2. Large fixed-wing UAVs and model aircraft. These UAVs are designed similar to small 
aircraft (Figure 6) or feature a “flying wing” design with a wingspan of approx. 1..3 m. Very 
different configurations exist, basically any type of model aircraft may be imagined. A large 
flight distance may be achieved with a slow-flying motorglider with combustion engine. On 
the contrary, even model aircraft with jet engines may be found – as well as winged 
multicopter hybrids with electrical engines. These UAVs may exhibit a comparatively large 
operating distance of several 10 kilometers with several kilograms of load capacity. 

3. Large multicopters. Multicopters of a diameter of roughly 1..1.5 m x equipped with typically 
6 or 8 rotors (hexacopters / optocopters, Figure 7) are commercially used e.g. for video, 
optical survey, photogrammetric and other scientific applications. These UAVs typically 
have up to a few kilograms of load capacity and an operation time of approx. 30 minutes. 

4. Small multicopters. These UAVs target the hobbyist’s and (semi)-professional markets, see 
Figure 7. They are used mainly for photo and video applications. Their overall weight is 
typically below 5 kilograms with a load capacity of (much) below 1 kilogram and an 
operation time of 10..30 minutes. Due to the small load capacity and limited operation 
range these UAVs are of lower relevance for ALFA. 

 

   

Figure 7: left – large optocopter UAV with professional camera (image source: stefanholm  123RF.com), 

right – small UAV transporting a package (image source: dreamnikon  123RF.com). 
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While small multicopters are typically “all-in-one” designs including gimbal and video camera, so 
that a small or minimal usable payload remains7, certain types of larger multicopters are designed 
to carry a user-specific load. For certain scientific applications, UAVs serve as carriers of 
measurement systems to allow for unprecedented investigations, such as measurements of the 
distortion of electromagnetic fields in the vicinity of wind turbines applying to weather radar or air 
traffic control radar signals. 

For most technical and scientific applications using video or other means of surveillance, UAVs are 
remotely piloted. In addition to the “forward” radio link between the remote control and UAV, also a 
“backward” radio link is often used to transmit a video stream and telemetry data back to the pilot. 

Generally, UAVs of type 2 and 3 may be used to transport drugs over a distance of more than 
12 nautical miles, i.e. from outside of territorial waters to land. However, in order to achieve a 
transmission range of the radio link of 12 nm or more, special technology has to be used. In 
addition, many current UAVs offer autonomous flight modes that automatically fly a programmed 
route with the help of satellite navigation and do not require interaction of a pilot. But this built-in 
autonomous mode is normally restricted not to leave the transmission range of the remote control, 
which is typically up to 7  kilometres. Therefore, current UAVs need modifications to enable flight 
ranges useful for trafficking across sea borders or other modes of trafficking need to be employed 
(e.g. starting the UAV from a small boat closer to the shore). 

For the transport of cannabis fixed-wing UAVs (type 2) provide a sufficiently large capacity. Such 
UAVs may be launched from larger boats or ships, because fixed-wing UAVs will generally need a 
runway or some sort of launching catapult. 

Considering the street price of cocaine (approx. 60 000 EUR per kilogram in Germany) it appears 
economically viable that multicopters of different size – even small multicopters – be used to 
transport amounts of approximately 1 kg, even if the UAV can only be used for a one-way trip and 
cannot be recovered or re-used.  

 

2.4 Air and maritime surveillance technologies – state of the art 

In order to prevent collisions, air and sea traffic is organised, controlled and coordinated by local 
agencies based on international agreements. These agencies employ certain surveillance 
technologies, namely radar in combination with interrogated and non-interrogated transponder 
systems to acquire information about identity, position and route of aircraft and vessels. In the 
following, a short overview on air and maritime traffic coordination is given. Also, short 
assessments on the respective surveillance technologies are made concerning their applicability in 
the context of sea border surveillance and the detection of small aircraft and UAVs.  

UAVs have recently gained much attention in the area safety and security. Numerous companies 
and research institution are working on detection, interception and neutralisation of UAVs.  

Within Europe, border security has been organised not only nationally, but also on European level. 
In addition, Spain and Portugal operate their own border surveillance systems and cooperate in the 
field of border security. To elucidate the context of ALFA, short introductions of these topics are 
compiled in the following. 

  

                                                
7
 In Figure 7 – left image the gimbal equipped with a professional camera can be identified, in Figure 7 – 

right image the gimbal and camera have been removed to make room for the carrying basket. 
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2.4.1 Air traffic control and air traffic surveillance 

As for any other form of transportation, there is an inherent need to provide certain services to air 
traffic so that it can be conducted in a safe and orderly manner. Such services are subsumed 
under the term “Air Traffic Services”, which comprise flight information service, alerting service, air 
traffic advisory service, air traffic control service, etc.  

Coordination and control of air traffic, procured by Air traffic control (ATC), are prerequisites to 
prevent collisions and to organise and expedite the flow of air traffic. These services are provided 
by ground-based air traffic controllers who direct aircraft on the ground and through controlled 
airspace, and who can provide advisory services to aircraft in non-controlled airspace. ATC 
systems have traditionally been developed by individual States that concentrated on their own 
requirements, creating different levels of service and capability around the world.  

A country's sovereign airspace corresponds with the maritime definition of territorial waters as 
being 12 nautical miles (22.2 km) out from a nation's coastline. Airspace not within any country's 
territorial limit is considered international, analogous to the "high seas" in maritime law. However, a 
country may, by international agreement, assume responsibility for controlling parts of international 
airspace, such as those over the oceans. 

Controlled airspace is airspace of defined dimensions where ATC service is provided. The 
International Civil Aviation Organization (ICAO) classifies airspace in seven classes, but these 
classes are not commonly employed in all countries. Controlled airspace usually exists in the 
immediate vicinity of busier airports. In these areas aircraft are climbing out from or making an 
approach to the airport. In addition, airspace at higher levels, where air transport flights would tend 
to cruise, is defined as controlled airspace. The ICAO class A airspace extends above 18000 feet 
(5.5 km), where IFR rules are enforced (see below). Further, certain other restricted airspaces 
exist, e.g. for military use. Some countries provide controlled airspace almost generally, however in 
most countries it is common to assign uncontrolled airspace in areas where significant air transport 
or military activity is not expected. 

ATC provides services to aircraft at airports, coordinating the in- and outgoing traffic, as well as 
traffic on the ground and traffic in flight between airports. Pilots fly under one of two sets of rules for 
separation: visual flight rules (VFR) or instrument flight rules (IFR). Air traffic controllers have 
different responsibilities to aircraft operating under the different sets of rules. In controlled airspace, 
air traffic control (ATC) separates IFR aircraft from obstacles and other aircraft using a flight 
clearance based on route, time, distance, speed, and altitude. ATC monitors IFR flights on radar, 
or through aircraft position reports in areas where radar coverage is not available. 

Many airports have a radar control facility that is associated with the airport. In most countries, this 
is referred to as terminal control. While the situation at every airport is somewhat different, terminal 
controllers usually handle traffic in a 30-to-50-nautical-mile (56 to 93 km) radius from the airport. 
Terminal controllers are responsible for providing all ATC services within their airspace. 

En-route air traffic controllers work in facilities called air traffic control centres. These centres 
control a large airspace area. Hence, they will typically use long range radar that has the capability, 
at higher altitudes, to see aircraft within 200 nautical miles (370 km) of the radar antenna. Radar 
systems used in air traffic control (ATC) not only detect and measure the position of the aircraft 
(bearing and distance), but also acquire additional information from the aircraft itself, such as its 
identity and altitude. Such radar systems, called secondary surveillance radar (SSR), rely on 
targets equipped with a radar transponder that replies to each interrogation signal by transmitting a 
response containing encoded data. 

 

ADS-B, FLARM 

Some air navigation service providers have implemented automatic dependent surveillance – 
broadcast (ADS-B) as part of their surveillance capability. This new technology reverses the radar 
concept, while its technical parameters (frequency of operation, transmission method) are similar 
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to SSR. Instead of radar "finding" a target by interrogating the transponder, the ADS-equipped 
aircraft sends a position report as determined by the navigation equipment on board the aircraft. 
Normally, ADS operates in the "contract" mode where the aircraft reports a position, automatically 
or initiated by the pilot, based on a predetermined time interval. At certain instances, such as when 
the aircraft is on the ground, the pilot can turn off the ADS-B transponder, or is even requested to. 

A transponder system somewhat similar to ADS-B is FLARM, which generally has a similar 
functionality, while being designed for smaller aircraft and, specifically, gliders to avoid collisions in 
dense flight situations, such as in situation where several gliders increase their height by circling in 
vertical drafts. 

 

Limitations of air traffic radar surveillance 

The lateral coverage of air traffic control radar, in which aircraft are detected and localised by the 
radar, is rather large (several 100 km for en-route ATC) – and with certain limitations this even 
applies to aircraft not equipped with an SSR transponder. However, the radar coverage is limited in 
terms of height. Generally, ATC is not monitoring air traffic outside of controlled airspace and in 
regions away from airports, controlled airspace is located above a level of 3 to 5 km (depending on 
national regulations). Radar systems for surveillance of en-route traffic are not designed to provide 
a coverage of airspace close to ground. In addition, due to the rather low frequency of air traffic 
surveillance radar (typically between 1 and 1.5 GHz) small UAVs may exhibit poor reflection 
properties, as their size is on the order of a few wavelengths only. Hence, it is possible to fly a 
small aircraft or a UAV below and outside of the radar coverage of en-route air traffic control and 
airport radars and, therefore, it is not difficult to enter into a region unnoticed by air traffic control.  

As ADS-B is not mandatory for small aircraft and as it can be turned off by the pilot, ADS-B is not 
an effective means to detect any covert intrusion into an air space. However, the existence or non-
existence of ADS-B signals, and hence possible identification of an aircraft may be an effective 
means to separate “suspicious” from “unsuspicious” behaviour: Common rules of the air and 
operational provisions regarding services and procedures in air navigation are laid down in the 
European regulation SERA (Standardised European Rules of the Air) (Commission Implementing 
Regulation (EU) No 923/2012). SERA.4001 defines provisions for a mandatory submission of a 
flight plan with the competent air traffic services unit. This applies (amongst others) to cross-border 
flights and flights across certain areas, such as open sea, to facilitate search and rescue services. 
Therefore, any regular flight activity will be traceable with air traffic services. 

Aircraft identification may impose certain concerns with respect to privacy if privately-owned 
aircraft are involved. This issue is elaborated in section 3.4.3. 

 

2.4.2 Maritime traffic control and maritime traffic surveillance 

A crucial objective in curbing drug trafficking by sea is to achieve maritime awareness, or the ability 
to monitor vessel movements. In order to coordinate sea traffic and provide for safety, namely 
collision avoidance, maritime traffic is supervised by local authorities. To facilitate their operation 
these authorities employ several different surveillance technologies, such as radar or radio 
identification. In addition, national police forces (GNR in Portugal and GC in Spain) operate their 
own sea traffic surveillance (SIVE/SIVICC, see below). As a result, sea traffic surveillance can be 
considered more mature than air traffic surveillance, particularly considering low-flying aircraft. 
Therefore ALFA exclusively focuses on low-flying small and slow air targets. For completeness, a 
short account of maritime traffic surveillance is given in the following. 

Responsibility for the safety and security of shipping and the prevention of marine pollution by 
ships is mandated by IMO – the International Maritime Organisation. As a specialised agency of 
the United Nations, IMO is the global standard-setting authority for the safety, security and 
environmental performance of international shipping. Its main role is to create a regulatory 
framework for the shipping industry that is fair and effective, universally adopted and universally 
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implemented. IMO adopted Guidelines for Vessel Traffic Services (IMO, 2018), which said that 
VTS was particularly appropriate in the approaches and access channels of a port and in areas 
having high traffic density, movements of noxious or dangerous cargoes, navigational difficulties, 
narrow channels, or environmental sensitivity. 

The European Maritime Safety Agency (EMSA) operates a central vessel traffic monitoring and 
information system for this purpose, the SafeSeaNet, which is used by maritime authorities to 
monitor vessel movement. This system utilises data provided from Automatic Identification System 
(AIS) units, that are stationed on vessels and transmit a personalised radio signal, which is 
received and processed on shore. AIS can show the position of any vessel in range close to real-
time, along with any corresponding information saved in the database. This information can include 
for example the owner, passengers, hazardous cargo, or estimated arrival (EMSA, 2013). Tracking 
data of AIS equipped ships is publicly available, for example on www.vesselfinder.com. In addition 
to AIS, the position of ships is also monitored offshore via mobile satellites, a system known as 
Long-Range Identification and Tracking (LRIT). LRIT transmits the vessel’s position every six 
hours, which does not allow for real-time tracking, but is useful for estimating busy ports and trade 
routes (EMSA, 2018). 

Advances in AIS monitoring via satellite have however been made, allowing for limited tracking of 
ships carrying an AIS. These satellites are in constant motion and therefore only allow for 
snapshots of the vessel position, more similar to the LRIT system than the stationary coastal AIS. 
Increasing the number of communicating satellites increases the frequency of snapshots. The 
theoretical overpass frequency for each satellite is approximately 90 minutes, but there are factors 
such as message collision, that complicate decoding and drastically lower the frequency, 
especially in crowded areas. The quality of satellite AIS is nowhere near the quality of coastal AIS, 
with Eriksen et al. estimating the longest expected gaps between two transmissions being 
6.7 hours for the 70-percentile of vessels (Eriksen, 2018). 

As mandated by the Directive 2002/59/EC (EU, 2002) and later amendments, all passenger ships, 
fishing vessels larger than 15 metres and all other vessels heavier than 300 tonnes need to be 
equipped with an AIS. Exemptions may be made by member states for passenger vessels smaller 
than 15 metres and lighter than 300 tonnes, that do not make international voyages. This directive, 
paired with technological advances in the Satellite AIS, can make the vessel traffic services an 
important tool for surveillance of maritime drug trafficking.  

Maritime radar surveillance systems are operated along many sea traffic routes, where traffic 
management is important to organise the traffic and avoid collisions (e.g. the Elbe river into to the 
port of Hamburg in Germany). Sea traffic surveillance and coordination is performed by so-called 
Vessel Traffic Centres. The Strait of Gibraltar has the second highest density of traffic in the world, 
just behind that of the Strait of Malacca, and each year over 100,000 trade vessels transit the 
Strait, over a third of which transport hazardous materials. A traffic separation scheme (TSS) for in-
bound and out-bound traffic to/from the Mediterranean Sea is enforced (IALA, 2013). 

Vessel Traffic Services in the Strait of Gibraltar have been provided by Spain from the Tarifa 
Operational Centre, which has been complemented since 2010 by Morocco servicing the southern 
part of the Strait from Tanger (IALA, 2013). Both Tarifa and Tanger centres monitor navigation in 
the traffic separation scheme (TSS) in the Strait of Gibraltar using radar and AIS. Each of them 
provides regular information about weather and navigational condition, this information is 
broadcast at pre-defined times and frequencies (NeRF, 2018).  

The Gibraltar Port Authority operates coastal surveillance and Vessel Traffic Services at Gibraltar 
harbour, which include a radar system with a surveillance range stretching many miles into the sea 
(Gibraltar Port Authority, 2018). 

With maritime surveillance becoming more efficient, OCGs might be encouraged to relocate more 
operations to air trafficking. 
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2.4.3 Surveillance technologies to detect and locate UAVs 

UAVs (unpiloted/unmanned aerial vehicles) have recently gained much interest in the field of 
safety and security. Numerous incidents have been reported, such as near-collisions with aircraft 
and smuggling of drugs into prisons or across borders. In 2013 during a campaign event in 
Dresden a small UAV came in on a crash landing directly in front of Germany’s Chancellor and 
Defense Minister. Small UAVs even have military relevance, as ISIL has been using commercial 
quadrocopters to drop grenades in Syria and Iraq. Therefore, an urgent need for technologies to 
detect and counteract UAVs has arisen for security and police forces as well as for the military. 

Normally, UAVs are remotely piloted so that a radio link between the remote control and UAV 
exists. Typically, also a backward radio link is employed to transmit a video stream and telemetry 
data back to the pilot. In order to achieve a range of the radio link of 12 miles or more, special 
technology has to be used. In addition, autonomous UAVs exist that fly a programmed route with 
the help of satellite navigation. 

 

Detection of UAVs 

Different sensing and surveillance technologies are being investigated for the detection and 
localisation of UAVs. Similar to the approach in ALFA, radar is a first choice, because the 
detection probability of all kinds of UAVs is good. This includes “non-cooperative” targets, such as 
autonomous UAVs that do not emit radio signals, or fixed-wing UAVs that may, for example, not 
emit typical sound patterns of multicopters. To achieve an optimum compromise between detection 
range and sensitivity towards small objects, the frequency of operation of a radar system may be 
adapted. Long range radar calls for lower frequencies to reduce the free-space attenuation, such 
as the 1.03 GHz interrogator and 1.09 GHz transponder frequencies of secondary surveillance 
radar for air traffic control. However, at this frequency the size of a small UAV is only on the order 
of a wavelength, so that its reflection properties may be inadequate. As a result, frequencies on the 
order of 10 to 24 GHz are typically used for UAV detection. 

Radar generates information on the distance of the target object, its radial speed and its angular 
bearing. A radar system emits a modulated electromagnetic wave towards the object, from where it 
is reflected back to the radar receiver. Due to the modulation, it is possible to determine the 
propagation delay of the radar signal and, hence, the distance. The reflection at a radially moving 
object will shift the frequency of the reflected signal due to the Doppler effect. Therefore, from this 
Doppler shift the radial speed of the object relative to the radar system can be deduced. If the 
radar antenna produces a narrow beam and is rotated, the intensity of the reflection versus angle 
may be evaluated for the angular bearing of the object. Similar results can be achieved by angle-
of-arrival processing of signals received by an array of antennas. 

Radar allows to discriminate a moving object against a stationary background due to its capability 
of directly measuring speed in terms of Doppler shift. However, if the background is also producing 
continuous Doppler contributions, it may become difficult to detect a small UAVs in certain 
situations, e.g. when it is flying above trees that are moved by wind. Therefore, research is on-
going to increase the detection and target discrimination properties of radar systems specifically by 
means of analysis of the target’s Doppler contributions. Parts of the object that are moving at a 
certain (high) speed, such as propellers, generate their own Doppler contributions, which are also 
somewhat characteristic of the type of movement, such as rotary or repetitive back-and-forth 
movements. Obviously, a multicopter or propeller-driven UAV will produce different Doppler 
contributions compared to birds or moving leaves of trees. 

UAVs with electric motors and propellers, specifically multicopters, emit a rather characteristic 
sound. This sound can be detected even in the presence of some background noise. Using 
dedicated signal processing, audio detection of UAVs is feasible up to a range of a few hundred 
meters under favourable conditions. Using microphone arrays, similar to radar an angle-of-arrival 
processing can be applied to derive the angular bearing of the object. Combining microphone 
arrays at different locations, full localisation information of the UAV can be obtained. 
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The remote control of a UAV employs radio signals, which can be detected by means of RF 
sensing technology. Certain parts of the radio spectrum are analysed with respect to signal power 
contained in a certain bandwidth and additionally more sophisticated means of signal analysis may 
be applied in order to decode the content of the signal. Similar to radar and audio detection, an 
array of antennas may be used to determine the angular bearing of the signal source. Combining 
the information of more than one antenna array will yield the position of the radio emitter. 

The signal from the remote control to the UAV may be detected and even classified, so that in 
some cases the type of remote control or type of UAV may be determined. If the remote control 
signal is not encrypted, it may be analysed and if the signal structure is known, a take-over of the 
UAV with an appropriately generated signal may be tried. As long as only the signal emitted by the 
remote control is detected, there is only the information that UAV is likely to be in the air, but 
localisation of the UAV is not possible. However, a localisation of the pilot may be of its own value 
for security forces or police. 

Remote-controlled UAVs often feature a backward radio link to transmit telemetry and/or video 
data from the UAV to the pilot. If such a signal is emitted it the UAV, it can be detected and 
localised. 

Optical detection of UAVs is based on visible-light and/or infrared cameras. Generally, to detect a 
small object in a large distance, the angular resolution of the optical system needs to be large. This 
is achieved by means of strong zoom or telephoto lenses and high resolution image sensors. As a 
drawback, the angular range that can be supervised is small and pan-tilt movement of the camera 
is required. In addition, dedicated image processing algorithms have to be developed to detect a 
UAV even in front of an arbitrarily patterned and coloured background that may be non-stationary. 
Often, optical imaging is employed “on top” of other detection technologies in order to provide an 
optical image of a detected object to the operator, for example in case that an interception or 
neutralisation system is to be engaged. Generally, optical detection by itself is not considered a 
viable means of detection. However, infrared detection may provide much better sensitivity at least 
in situations where a UAV has to be discriminated against a cold background. 

 

Interception and neutralisation of UAVs 

Similar to detection, interception and neutralisation of UAVs has recently been tackled by many 
research activities. Technologies are investigated to capture a drone by shooting or throwing a net 
either from ground or from a UAV and even birds of prey are trained to capture UAVs. These 
systems are typically configured as standalone systems, such as net throwers that are manually 
operated: the system is carried by the operator on his shoulder, he aims at the UAV, the system 
measures the distance and fires the net. 

Electromagnetic interception by means of jamming (disruption of the radio transmission), takeover 
of the remote control or destruction of UAV electronics by means of high-power electromagnetic 
(HPEM) effectors are designed and examined. Finally, high-power lasers are discussed 
predominantly in the military field. While manually-operated jammers exist, all the technologies 
mentioned here are preferentially integrated in combined systems that detect, localise and 
intercept UAVs. 

Interception and neutralisation of UAVs are not a topic of ALFA. 
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2.4.4 EU border control and surveillance: Frontex, Eurosur, SIVE/SIVICC, CISE 

Frontex 

The European Border and Coast Guard Agency or Frontex was established in 2004 and 
specialises in the control of the EU’s external border. The focus of Frontex is on migration, 
although operations also include other forms of cross border crime. The agency is based in Poland 
and provides risk analysis, equipment, staff and training to member states that face increased 
pressure. Frontex is not an independent executive force and has neither equipment nor security 
staff. It deals in funding and information and acts as a coordinator distributing resources between 
member states and providing and sharing strategies to and between authorities (EU, 2018). 

EUROSUR 

The European Border Surveillance system or EUROSUR was established by Frontex and EU 
member states in 2013 and consists of a border surveillance framework and national coordination 
centres, the purpose of which is to rapidly exchange information between national authorities and 
coordinate an efficient response to incidents. The stated goal of EUROSUR is the saving of lives of 
migrants off the European shore as well as the prevention of cross-border crime. Frontex is at the 
centre of EUROSUR, processing and analysing the collected data. The program achieves 
situational awareness with information from an array of sensory technology such as AIS, satellite 
imagery or sensors mounted on UAVs, which are able to track even small unseaworthy boats (EU, 
2013b; EU, 2016c) 

CISE 

Frontex and EUROSUR with their centralised structure, operate in the spirit of CISE (common 
information-sharing environment), a program developed by the EU commission and member states 
to share information regarding maritime surveillance. CISE focuses on interoperability and 
integrates existing systems into a single platform. This is intended to save resources because 
duplicate data collection is avoided (EFCA, 2018). 

SIVE 

SIVE (Sistema Integrado de Vigilancia Exterior) is a surveillance system established and controlled 
by the Spanish Guardia Civil (GC) (Guardia Civil, 2012a). Its purpose is the detection and 
identification of boats approaching the Spanish coast at a long range to allow for a calculated 
response. These responses can be the interception of criminals or the assistance of endangered 
irregular migrants. SIVE consists of two subsystems, one detection subsystem and one 
communications subsystem. The former incorporates a radar sensor, which is able to detect 
vessels from a range of 10 kilometres, a daytime camera, as well as an infrared camera, that 
complement each other and can produce detailed images even in the dark or under harsh weather 
conditions. The communications subsystem allows for transmission of real-time images, voice and 
data to the command and control centre of the Guardia Civil, located in Algeciras (Guardia Civil, 
2012b). 

SIVICC 

SIVICC (Sistema Integrado de Vigilância, Comando e Controlo) is a command and control 
technology platform operated by Portuguese National Republican Guard GNR that is comprised of 
a variety of sensors monitoring the Portuguese coast. It consists of 20 fixed observation units 
scattered along the coastline and eight mobile observation units. The purpose of these units is to 
detect, locate and identify maritime threats and pass the information on to the National Command 
and Control Center in Lisbon in real time (Republica Portuguesa, 2017). 

  

https://europa.eu/european-union/about-eu/agencies/frontex_en
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2.5 Cannabis legalisation as an external factor to the ALFA project 

2.5.1 Overview of cannabis legalisation in selected European countries 

The legal status of cannabis, which is widely considered a soft illicit drug, is a frequently discussed 
issue in and outside the EU. Proposals for a more liberal drug policy including decriminalisation 
and legalisation have been made and there has been a general trend in member states to 
disregard criminalisation for minor possession, as well as to lower sentences for cannabis related 
crimes. In 2000, Portugal has decriminalised the use of all illicit drugs, while Belgium replaced 
punishments for cannabis use with a minor fine in 2003 and the United Kingdom lowered the 
classification of the drug in 2004, although the latter decision was reversed in 2009 (EMCDDA, 
2017c). 

Commonly expressed views in this debate are on the one hand that punishments for cannabis use 
are disproportionate compared to its dangers and on the other hand, that lower criminalisation 
would encourage consumption of the drug and downplay its dangers to the youth. An EMCDDA 
study correlated increased and decreased penalties in some member states with the prevalence of 
the drug and found no discernible association (EMCDDA, 2011a). However, a restriction of the 
access to coffee shops in Maastricht for French and Luxembourgish students was found to have 
an impact, increasing their average academic performance (Marie & Zölitz, 2015). 

There are dedicated special interest groups in support of legalisation of recreational cannabis. 
Several citizen petitions have been conducted in multiple EU member states on the matter, the 
largest of which collecting 235,000 signatures in 2015. None of these have so far been adopted 
into legislature. The opinion of the public seems to be evolving slowly. The Flash Eurobarometer, 
an EU wide polling service, surveyed young Europeans from the age group 15-24 on their opinion 
on cannabis. The opposition to legalisation dropped from 67% to 59% to 53% in 2008, 2011 and 
2014 respectively. A newer poll has not yet been conducted (EC, 2008-2014).  

National polls by YouGov in the United Kingdom indicate higher opposition in older demographics 
and a recent shift towards legalisation or decriminalisation. In a 2018 survey, 62% of Britons in the 
age group of 18 – 24 supported the legalisation or decriminalisation of cannabis, while this support 
was only at 39% for Britons of over 65 years of age. The support for a more liberal cannabis policy 
was at 51%, up from 45% in 2012 (YouGov 2012-2018).  

Despite recent extensive policy changes in Uruguay and multiple US States, and the government 
of Canada planning new legislation, no European government has supported the legalisation of 
recreational cannabis so far. There have nevertheless been various detailed proposals by 
opposition parties, most of which share common ideas. Taxation and authorisation of sales through 
licensed tobacco specialists or pharmacies, as well as the limitation of plants or amounts are 
recurring. Cannabis social clubs for controlled supply and consumption have also been proposed. 

Recently there have been some developments towards a more liberal drug policy. In 2017, the 
Norwegian parliament voted to decriminalise small amounts of drugs, as Portugal did in 2000. The 
declared purpose was to draw a clear line between the consumption or possession of a drug for 
personal use and further drug related crime (Stortinget, 2018).  

Also in 2017, the Dutch Government announced a 4-year trial on creating a legitimate supply of 
cannabis for coffeeshops with the hope of effectively countering OCGs that illegally provide 
cannabis for tolerated use (Rijksoverheid, 2018). 

Reports in 2018 have stated that the French government plans a flat fine of 150 – 200 € on 
cannabis use, instead of  imposing higher penalties and possible jail time (The Local, 2018). A 
similar proposal was not approved by the previous French government in 2015 (EMCDDA, 2017c). 

  



D7.4 – Interim Report on Societal Impact  

ALFA D7.4  Public page 27 of 68 

2.5.2 Potential impact of cannabis legalisation on ALFA 

It can be argued, that possible future legalisation of recreational cannabis and the supply thereof, 
even in few member states, might drastically reduce the demand for cannabis illicitly trafficked from 
outside Europe. Legitimised sources could contribute to the supply of cannabis trafficked 
particularly inside the Schengen Area, saturating demand in countries without a legalisation policy 
as well. Even though current proposals include heavy taxation, which implies a higher price for the 
legally produced product, consumers and dealers might prefer convenience (and/or quality) over 
cost. 

The increasing flexibility and diversification of OCGs involved in drug trafficking has been 
established in previous chapters. There are established smuggling infrastructures and cooperation 
between crime groups, as well as access to an array of trafficking modes. A decreased demand for 
Moroccan cannabis resin could therefore have two different consequences.  

Firstly, there may be efforts to supply Moroccan cannabis to new markets. Russia is an emerging 
market for cannabis and smuggling to African neighbours could increase, as indicated by recent 
attempts to smuggle cannabis into Mauritania (EMCDDA 2016a; North Africa Post, 2018).  

Secondly, a shift from the trafficking cannabis resin towards other drugs might occur at the Strait of 
Gibraltar. Cocaine would be a likely candidate, as the existing cannabis smuggling infrastructure is 
already being used to transport cocaine that passed west African transhipment points into Europe. 
The high value of cocaine would also justify the increased use of air travel, increasing the need for 
better airspace surveillance. 

Another factor worth discussing is the possible self-regulatory impact of border surveillance, such 
as SIVE/SIVICC or the ALFA system. The “balloon effect” is a concept regularly discussed in the 
context of drug trafficking and law enforcement. This hypothesis states that tougher crackdowns on 
parts of the drug supply chain only cause temporary inconvenience to OCGs, as operations are 
moved elsewhere, with little long-term consequences. The name of the hypothesis originates from 
an inflated balloon, which largely maintains its volume even if pressure is applied from one side. 

An example of this is the impact of a 2003 Dutch policy, designed to decrease imports of cocaine 
from the Antilles via individuals used as couriers travelling on regular flights. Offenders caught 
smuggling less than three kilograms of cocaine on flights from the Antilles into the Netherlands 
were not arrested, but instead had their drugs seized and were banned from future flights. These 
measures proved effective at Dutch airports, almost eliminating cocaine trafficking via air couriers 
into the Netherlands by 2006. At the same time however, seizures of cocaine moving from West 
Africa into Portugal and Spain approximately increased fivefold from 2003 to 2007, with the 
Netherlands among its final destinations. This led to claims, that cocaine smuggling into the 
Netherlands was merely locally displaced rather than curbed by the policy (Reuter 2014). 

The balloon effect has been criticised as misleading and a simplifying metaphor. Its validity cannot 
be examined by seizure data alone and it is assumed to be overstated. Windle and Farrell estimate 
that displacement, while occurring, is often less harmful or minimal. Instead, law enforcement tools 
could be utilised to effectively delay drug operations and even use the displacement to steer 
trafficking into less harmful locations with better oversight (Windle & Farrell, 2012). 
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Chapter 3 The ethical and fundamental rights 

dimension 

3.1 The definition of “ethics” in the context of EC-funded research 

The document Roles and Functions of Ethics Advisors/Ethics Advisory Boards in EC-funded 
Projects (EC, 2012) defines “ethics” as a combination of different topics: 

The EC perceives ‘ethics’ as including questions of legal and regulatory 
compliance as well as a branch of philosophy. It is part of a process of 
‘governance’. In this vein, the EC document “A comprehensive strategy 
on how to minimize research misconduct and the potential misuse of 
research in EU funded research” asserts that ethics is a “key oversight 
mechanism” to ensure that EU funded research is not misused. (EC, 

2012, section (1)(b)) 

Summarising the different statements and perspectives in this document, a rather extensive 
definition of the term “societal and ethical issues” can be inferred. In total the following topics are 
comprised: 

 ethics as a branch of philosophy: general ethical issues of the project (e.g. research on 

humans or animals in medicine/biology),   

this also covers general societal impact of technologies – as far as a specific impact will be 

identified and potential misuse of technologies; 

 legal and regulatory compliance; 

 data protection and privacy: although this is basically included in “legal compliance”, an 

explicit reference to privacy and protection of personal data is stated in the regulation 

establishing H2020 (EU, 2013, Article 19), which underlines the high priority of these points; 

 good scientific practice and minimisation of research misconduct, and research ethics. 

These points will be further elaborated in section 3.2. 

 

3.1.1 The external ethics advisor (EEA) 

The above cited document also gives clear definitions of the ethics advisor’s role, appointment, 
expertise, working practices and the nature of the advisory role: 

'Ethics Advisory Board' (EAB) or 'Ethics Advisor' (EA) is defined [...] as 
a group of ethics experts or an individual ethics expert giving advice to 
a researcher, research group or project consortium partners in the 
context of an EC-funded project. Such a provision [...] might have been 
proposed as a work package as part of the original research proposal 
and thereby become included in the Description of Work (DOW). The 
work of these experts should facilitate, build upon and complement 
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existing oversight regimes by competent ethical and legal authorities. 
[...] 

The EA/EAB must maintain an overview of operations throughout a 
project, helping with preparation in terms of thinking ahead about 
possible problems and how they can be addressed. [...] EABs with 
oversight functions will usually check compliance with ethical standards 
within the relevant research fields. Independence and freedom of any 
conflict of interests are requirements for the participation in these EABs. 
(EC, 2012) 

As the ALFA project deals with surveillance technologies, privacy and protection of personal data 
have to be monitored and assessed from a technical as well as legal point of view in order to follow 
the relevant obligations on privacy and protection of personal data as set out in the European 
Convention on Human Rights (ECHR, also Convention for the Protection of Human Rights and 
Fundamental Freedoms) or the Charter of Fundamental Rights of the European Union (CFREU). 
Therefore, the consortium decided to appoint an external ethics advisor (EEA) to provide 
independent advice to the consortium concerning these fundamental rights issues. In addition, the 
EEA shall also observe the project with respect to the other above-mentioned ethical issues and 
provide relevant advice.  

The on-going cooperation with the EEA has been very fruitful and valuable. At the time of writing of 
this deliverable, the EEA has reviewed most of the finished project deliverables and has compiled 
his advice into two reports. General remarks as well as specific advice of the EEA is included in 
this deliverable. These sections are marked by an italic font. As they are included into the line of 
thought of the text, they are not indented. In contrast, citations from “external” sources are 
indented, as in the paragraphs above. 

 

3.2 Notes, definitions and preliminary remarks 

In the first EEA report and advice, the following general definitions are compiled, which define the 
terminology and give context to the topics addressed. As these are particularly relevant for this 
deliverable, they are included here in full length. 

In order to better define the scope and content of the document as well as 
promote a mutual and effective understanding between the EEA and the 
Consortium also with regard to the further advice to be delivered by the EEA 
within ALFA project, the present section defines the adopted terminology and 
describes the related concepts and notions. It also makes some 
considerations on the theoretical relationship between security, ethics and 
fundamental rights. It supports the argument that security (and the protection 
of the public order through the prevention and pursuing of criminal activities) 
could be also enhanced through the promotion of trust between LEAs and the 
society as whole as well as through the by design enforcement of individual 
rights, i.e. through the adoption of relevant and ad hoc technical, 
technological or organizational solutions in the design specifications and 
architecture of systems and technologies. The “by design” approach is 
nowadays formally endorsed by the European Union data protection legal 
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framework.8 It will be binding and directly applicable in all EU Member States, 
Spain and Portugal included. (Bonfanti, 2017) 

 

3.2.1 Ethics 

Ethics can be defined as a philosophical enquiry about concepts involved in 
practical reasoning, viz. concepts which regard the way human beings 
choose among possible different courses of action. Ethics is not etiquette, it is 
not a manual to be followed. Provided that there are events which are 
controlled, at least in part, by an agent - who contributes to cause them 
according to some intentions and therefore is to be held to some extent 
responsible - ethics investigates the notions involved in actions, say, notions 
such as good and evil, right and wrong, duty, virtues, moral values, 
obligations, free will and choice, etc., their foundation and their rationale. 
Ethics also deals with: claims made in these terms, their soundness and 
consistency; and, when it is applied to a specific practice, with practical 
problems which involve the above notions. Ethical values and principles 
include respect for and promotion of human dignity, human rights, non-
discrimination, beneficence (contribute to others’ welfare), justice, freedom 
and responsibility, trust, transparency, solidarity, democracy, pluralism, 
sustainability and accessibility. (Bonfanti, 2017) 

 

3.2.2 Research Ethics 

Research ethics is most developed as a concept in medical research, but the 
general principles apply for all fields of research, since all possible domains of 
scientific research can raise ethical issues. An ethical research conduct 
implies the application of fundamental ethical principles to scientific research. 
The aim of research ethics is the development of responsible and self-
reflective research, while at the same time ensuring scientific and 
methodological soundness and consistency. There is a strong connection 
between research ethics and human rights, since both aim at enhancing 
principles, such as the primacy of the interest and welfare of the human 
being, informed consent and privacy. This is true especially for the European 
context, where research ethics is based on the explicit European commitment 
to human rights.9

 (Bonfanti, 2017) 

The societal perspective of research ethics is further elaborated in the introduction to Chapter 4. 

                                                
8
 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection 

of natural persons with regard to the processing of personal data and on the free movement of such data, 
and repealing Directive 95/46/EC (General Data Protection Regulation) (Text with EEA relevance), in OJ L 
119, 4.5.2016, p. 1–88, art. 25. 
9
 In the specific case of the H2020 Programme, the relevance of research ethics is underlined by an 

evaluating process called the Ethics Review Procedure. The proposals identified as raising ethical issues are 
to be submitted to the Ethics Review. 
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3.2.3 Fundamental Rights 

Fundamental rights belong to an individual by virtue of being human. 
Fundamental or human rights are inherent to all human beings, whatever 
their nationality, place of residence, sex, national or ethnic origin, colour, 
religion, language, or any other status. All individuals are equally entitled to 
fundamental rights without discrimination. These rights are: imprescriptible 
(immune or exempted from expiration); inalienable (they cannot be sold); all 
interrelated, interdependent and indivisible (mutually depending);10 and 
universal (applicable everywhere). Fundamental rights are recognized by 
different national and international legal sources. With regard to International 
Human Rights Law, it lays down obligations of Governments to act in certain 
ways or to refrain from certain acts, in order to promote and protect 
fundamental freedoms of individuals or groups. International Human Rights 
Law consists of many and different legal instruments adopted both at 
universal and regional level (Europe, America, Africa). In Europe, there are 
many and different legal sources of human rights as well. Among the most 
relevant instruments of human rights are: 

 The Council of Europe Convention for the Protection of Human Rights 

and Fundamental Freedoms (ECHR), 1950 + Additional Protocols;11 

 The Council of Europe adopted European Social Charter, 1961 + 

Additional Protocols;12 

 The Charter of Fundamental Rights of the European Union (CFREU), 

2010;13 

Some fundamental rights are guaranteed in absolute terms, which means that 
they cannot be subject to “limitations”, “derogations” or “restrictions”. 
Measures taken by public authorities that interfere with a right protected in 
absolute terms amount to a violation (an infringement).14 Other rights can be 
limited. Measures taken by public authorities that interfere with these rights 
can be justified under certain conditions. In general, these conditions are: the 
interference should be provided for by law and be necessary and proportional 

                                                
10

 Meaning that the improvement of one right facilitates advancement of the others. Likewise, the deprivation 
of one right adversely affects the others. 
11

 Available at http://www.echr.coe.int/Documents/Convention_ENG.pdf.  
12

 Available at http://www.coe.int/t/dghl/monitoring/socialcharter/Presentation/TreatiesIndex_en.asp.  
13

 Available at http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:C:2010:083:0389:0403:en:PDF. As 
far as the rights recognized by the Charter of Fundamental Rights of the European Union are concerned, 
they are divided into seven titles: “Dignity”, “Freedoms”, “Equality”, “Solidarity”, “Citizens’ Rights”, “Justice”, 
and ”General provisions governing the interpretation and application of the Charter”. 
14

 There are only a small number of fundamental rights which are absolute. If one considers the Charter of 
Fundamental Rights of the EU, the absolute rights are: (i) Human Dignity; (ii) The Prohibition of Torture and 
Inhuman or Degrading Treatment or Punishment; (iii) The Right to Life; (iv) The Prohibition of Slavery or 
Servitude; (v) The Prohibition of Retroactive Penal Measures. 
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in a democratic society for satisfying pressing social need. In other words, the 
interference will only amount to a violation of such a right when the justifying 
conditions cannot be fulfilled.

15
 (Bonfanti, 2017) 

 

3.2.4 Privacy and Personal Data Protection 

The right to privacy and to personal data protection are recognized as 
fundamental rights in various international and national legal instruments, and 
are enforced by different international, regional and national bodies and 
courts. In Europe, they are established by different instruments adopted by 
European States at their domestic level, or within the transnational 
cooperation mechanisms they are party to. Among the latter, the most salient 
are conventions and regulations adopted within the Council of Europe (CoE) 
and the European Union (EU).16 

As far as the EU adopted instruments are concerned, the right to privacy and 
the right to the protection of personal data are respectively acknowledged by 
art. 7 and art 8 of the Charter of Fundamental Rights of the European Union. 
The right to data protection is also established by Article 16 par. 1 of the 
Treaty on the Functioning of the European Union (TFEU). Article 16 
represents the legal basis for EU rules relating to the protection of individuals 
with regard to the processing of personal information by Union Institutions, 
bodies, offices and agencies, and by the Member States when carrying out 
activities which fall within the scope of Union law, including the area of police 
and judicial cooperation in criminal matters.17 According to Article 39 of the 
Treaty on the European Union 2012 (TEU), data protection rules shall also be 
adopted for common foreign and security policy.18 

In the EU, the protection of personal data is furthermore the object of an 
articulated legal framework consisting of provisions that are established by 
several legal instruments having different scope.19 The main instrument is the 

                                                
15

 For example, Article 52 of The Charter of Fundamental Rights of the EU establishes: “Any limitation on the 
exercise of the rights and freedoms recognised by this Charter must be provided for by law and respect the 
essence of those rights and freedoms. Subject to the principle of proportionality, limitations may be made 
only if they are necessary and genuinely meet objectives of general interest recognised by the Union or the 
need to protect the rights and freedoms of others. 
16

 The instruments adopted within the Council of Europe have been ratified by all EU Member States and 
have been implemented in their domestic legal systems. The EU has also acceded or is acceding to the 
Council of Europe adopted instruments. This makes the European legal framework dealing with privacy and 
data protection very articulated but also partly fragmented. 
17

 See Declaration 21 on the protection of personal data in the fields of judicial cooperation in criminal 
matters and police cooperation [2012] OJ C326/348, that acknowledges the specific natures of judicial and 
police cooperation in criminal matters that requires particular data protection rules. 
18

 Both art. 16 TFEU and art. 39 TEU state that compliance with the data protection rules shall be subjected 
to the control of independent authorities. This is the only substantial element of both articles. 
19

 For more info see also http://ec.europa.eu/justice/data-protection/law/index_en.htm. The EU data 
protection regime has been recently reviewed. Early in 2012, the EU Commission adopted a reform package 
with the two clear aims of strengthening the protection on personal information in the online world whilst 
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(new) Regulation (EU) 2016/679 on the protection of natural persons with 
regard to the processing of personal data and on the free movement of such 
data, and repealing Directive 95/46/EC. The General Data Protection 
Regulation (GDPR) entered in to force on 24th May 2016 but will apply from 
25th May 2018. The Regulation – which is binding in its entirety and directly 
applicable in all Member States – repeals Directive 1995/46/EC on the 
protection of individuals with regard to the processing of personal data and on 
the free movement of such data, known as the “Data Protection Directive” – 
which had been the centrepiece of the EU data protection legal regime until 
two months ago, and had shaped the Member States’ national legislations. 
Regulation 2016/679 – as well as Directive 1995/46 – applies to the 
processing of personal data which form part of a filing system or are intended 
to form part of a filing system. Significantly, it does not apply to processing 
operations concerning public security, defence, State security and the 
activities of the State in areas of criminal law; or by a natural person in the 
course of a purely personal or household activity.20 In general, the main 
novelties of the General Data Protection Regulation concern the transfer of 
data to non EU countries and international organizations, a wider right to 
delete personal information (the so called “right to be forgotten”), an 
increased responsibility on data controllers, and stricter rules for online 
information.  

In the EU, there is also legislation dealing with the processing of personal 
information in specific sectors or for specific purposes. These sectors include, 
for example, the electronic communications regulated by the Directive 
2002/58/EC concerning the processing of personal data and the protection of 
privacy in the electronic communications sector (Directive on privacy and 
electronic communications).21  

Another field covered by sector-specific legislation is the police and judicial 
cooperation in criminal matters. Indeed, in order to balance the individuals’ 
rights to privacy and data protection, from one side, and society’s interests in 
safeguarding national safety and public order, from the other, the EU has 
enacted specific legislation covering the processing of personal data by law 
enforcement authorities (e.g. police, customs, border authorities). Bearing in 
mind that the above mentioned rights are not absolute but may be limited for 
the sake of pursuing legitimate societal interests, inter alia, “national security”, 
“public safety” and “the prevention of disorder or crime”, this legislation 
consists of a set of basic principles and rules for ensuring that personal data 
processing operations in the law enforcement sector, although legitimate, do 

                                                                                                                                                            

boosting Europe's digital economy; and harmonising the 28 EU Member States rules governing domestic 
processing of personal data for law enforcement purposes. 
20

 See art. 2. 
21

 Adopted on 12 July 2002, amended in 2006 and 2009. Consolidated version is available at http://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=CONSLEG:2002L0058:20091219:EN:PDF. 
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not disproportionately impact on individuals. Up to a short while ago, data 
protection in the law enforcement sector was mainly regulated in the context 
of EU Member States cross-border cooperation of police and judicial 
authorities. The Council Framework Decision 2008/877/JHA on the protection 
of personal data processed in the framework of police and judicial 
cooperation in criminal matters aimed to fill some of the gaps left by the 
restricted scope of the Data Protection Directive by providing a regulatory 
framework for the protection of personal data in the area of police 
transnational cooperation. Due to the recently enacted reform a new Directive 
on the protection of individuals with regard to the processing of personal data 
by law enforcement authorities replaced the Council Framework Decision 
2008/877/JHA. The (new) Directive (EU) 2016/680 covers both the domestic 
personal data processing and the processing involved in law enforcement 
cross-border cooperation.22 

All the above-cited legal instruments addresses the EU and EEA Member 
States. The processing of personal data by institutions and bodies is 
regulated by Regulation (EC) No. 45/2001 on the protection of individuals 
with regard to the processing of personal data by the Community institutions 
and bodies and on the free movement of such data [2001] OJ L8/1. The 
Regulation No. 45/2001 lays down the same rights and obligations 
established by the Data Protection Directive (now Regulation), but on the 
level of the EU institutions and bodies.  

In light of the above mentioned legal sources, the right to data protection 
incorporates both obligations on public and private actors who process 
personal data, and rights of individuals those data are related to. The main 
obligations are that the data should be gathered and processed fairly and 
lawfully, for specified and legitimate purposes – e.g. on the basis of 
individual’s freely-given, explicit and informed consent; it should not be 
retained for a longer period that necessary; processing should be 
proportionate to the specified purposes and data should be accurate. The 
most important rights of the individuals are the rights of access, rectification 
and erasure. Independent authorities should provide oversight to ensure that 
the above mentioned obligations and rights are respected and enforced. 

It is worth noting that the exercise of the individual right to data protection is 
not absolute.23 It is relative in nature. Indeed, interferences – emanating from 
public authorities – which are 'in accordance with the law' and 'necessary in a 
democratic society' in pursuit of one or more of the legitimate aims listed – 

                                                
22

 It has to be noted that the processing of personal data by law enforcement authorities is also regulated by 
a number of legal instruments that organise ad hoc forms of transnational cooperation in the EU. These 
instruments provide for special data protection regimes covering cross-border information exchange between 
Member States’ police and judicial authorities. For more information see http://ec.europa.eu/dgs/home-
affairs/what-we-do/policies/police-cooperation/index_en.htm. 
23

 The same goes for the right to privacy. 
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'national security, public safety, prevention of a disorder or crime' etc. – are to 
be considered an acceptable limitation to individual’s right to personal data 
protection.24

 (Bonfanti, 2017) 

 

3.3 Desired principles in surveillance and data processing 

The right to privacy is a long-standing constitutional right that is mentioned in more than 150 

national constitutions. Any discussion of the use of special investigatory techniques (such as 

audio/video/telephone surveillance of suspects) as well as surveillance technologies not directed to 

specific individuals (e.g. border surveillance) must clearly recognise that they have the potential to 

infringe individual rights and privacy. Most jurisdictions have installed a system of legal foundations 

and legal procedural constraints on the use of these tools. 

It is not in the scope of ALFA to analyse the legal background for usage of the developed 

technology by law enforcement in any detail. 

In-depth ethical and legal analyses have been the topic of many dedicated research activities, such 

as the FP7 projects SURVEILLE25 (Surveillance: Ethical Issues, Legal Limitations, and Efficiency) 

and surprise26 (Surveillance, Privacy and Security: A large scale participatory assessment of 

criteria and factors determining acceptability and acceptance of security technologies in Europe). 

From both of these projects the key findings are available online. 

Following up on the general principles of privacy and data protection that were laid out in section 

3.2.4 above, a short introduction into the fundamental rights dimension of protection of personal 

data in law enforcement is given in the following section 3.3.1. After that, general guidelines for 

protection of personal data following the above-mentioned general principles will be introduced. 

The topics of privacy and protection of personal data relate to ALFA in two instances: 

1. Data collected by the ALFA sensors. The ALFA system comprises different sensors, which 
partly collect data that may not be completely anonymous. Collection of data by law 
enforcement agencies may be justified by certain specific legal frameworks under specific 
circumstances. This is shortly elaborated in section 3.3.1. Generally, the principle of 
proportionality calls for a careful analysis and tailoring of the collected data in the context of 
a certain purpose. Therefore, in the remainder of this chapter the sensors and respective 
data taken by the ALFA system are analysed and measures to minimise and to protect 
these data (e.g. against unlawful access) are discussed. 

2. A second topic – closely related to the first – is the protection of personal rights of persons 
that are willingly or accidentally taking part in testing and demonstration activities. When the 
ALFA system will be available to users, such as border control or law enforcement 
agencies, the operation of the system obliges to the above-mentioned legal frameworks.   
However, the “legal” basis for testing and demonstration activities is – more or less – 
substantiated by the fact that these are research activities. Protection of fundamental rights 
of participants taking part – knowingly or unknowingly – in this research is therefore of 

                                                
24

 According to established jurisprudence of European Courts, a concerned interference is in “accordance 
with the law” if it is based on a provision established by domestic law. The latter should have certain 
qualities: it should be “accessible to the persons concerned and foreseeable as to its effects” meaning that it 
should be formulated with “sufficient precision to enable any individual – if need be with appropriate advice – 
to regulate his conduct”. To be deemed “necessary in a democratic society” the interference should 
correspond to a pressing social need and, in particular, be proportionate to the legitimate aim pursued.  
25

 https://surveille.eui.eu/ 
26

 http://surprise-project.eu/ 
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fundamental importance. Although this point obviously is part of the fundamental rights 
perspective, it is treated separately in Chapter 4 in the context of research ethics. 

 

3.3.1 Surveillance and protection of personal data in law enforcement 

The right to privacy is not absolute. Under certain provisions, restrictions of this right or 

interventions into privacy may be acceptable, but such measures always have to be supported by 

law. Article 8 of the European Convention on Human Rights reads: 

1. Everyone has the right to respect for his private and family life, his 

home and his correspondence. 

2. There shall be no interference by a public authority with the exercise 

of this right except such as is in accordance with the law and is 

necessary in a democratic society in the interests of national security, 

public safety or the economic well-being of the country, for the 

prevention of disorder or crime, for the protection of health or morals, or 

for the protection of the rights and freedoms of others. 

The second paragraph clearly states the requirements for restrictions of fundamental rights, which 

need to be justified by some superior interests and always need a concrete legal foundation. 

With its General Data Protection Regulation (GDPR) 2016/679 (EU, 2016a), the protection of 

natural persons with regard to the processing of personal data has been given a new legal basis 

throughout the EU (see section 3.2.4). However, the provisions in this EU-wide regulation are not 

absolute. In parallel to the above-mentioned regulations, Directive (EU) 2016/680 (EU, 2016b) was 

enacted, which deals with the protection of natural persons with regard to the processing of 

personal data by competent authorities for the purposes of the prevention, investigation, detection 

or prosecution of criminal offences. Article 26 of the directive states: 

Any processing of personal data must be lawful, fair and transparent in 
relation to the natural persons concerned, and only processed for 
specific purposes laid down by law. This does not in itself prevent the 
law-enforcement authorities from carrying out activities such as covert 
investigations or video surveillance. Such activities can be done for the 
purposes of the prevention, investigation, detection or prosecution of 
criminal offences or the execution of criminal penalties, including the 
safeguarding against and the prevention of threats to public security, as 
long as they are laid down by law and constitute a necessary and 
proportionate measure in a democratic society with due regard for the 
legitimate interests of the natural person concerned. 

Efforts to mitigate the risk of misuse of special investigative techniques begin at the inception stage 
of law writing. Control is, almost ubiquitously, explicitly prescribed within the same laws that 
provide for and regulate surveillance, among other special investigative techniques (EC, 2014).  

In addition, implementation of new surveillance technologies may bear certain unintended (social) 
consequences, so it has been pointed out by van Brakel et al. that it is fundamentally important to 
take into account social and legal issues when deciding upon the deployment of such technologies 
(van Brakel, 2011). Care should be taken not to undermine the fundamental concept of 
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presumption of innocence by making anyone a target of suspicion who is not conforming to a 
pattern that is presumed “normal” (e.g. not willing to give certain requested information). These 
considerations may be perceived as a bit far-fetched in practice – considering the actual 
technology and its capabilities in ALFA. However, the relation of the benefits of the intended 
surveillance technology to the potential infringement of fundamental rights is in fact considered in 
the political and legal process of law-making. Other such factors discussed in (van Brakel, 2011) 
are: 

 Accountability. The more information becomes included in a system, the more likely people 
will assume that someone else is responsible when something goes wrong. A problem of 
accountability might rise when somewhere in the chain data is enriched through data 
mining or profiling. Who is responsible for the data thus conceived? Can the source still 
held responsible or is it the user of the profiled data? 

 Accountability gaps may give rise to loss of trust in the state. The British House of Lords 
suggested that the sheer act of surveillance might cause this effect and create feelings of 
insecurity. This applies in particular to secret surveillance, unnecessary mass surveillance 
and consent-less surveillance. 

 Function creep. The faith in technological solutions and the inherent expansionary tendency 
of surveillance solutions bring about use cases for the technology in areas for which it was 
not originally intended. 

 

3.3.2 Specific rules on data processing 

General principles for the processing of personal data have been laid out in the GDPR (EU, 
2016a), Article 5. These principles read as: 

 lawfulness, fairness and transparency, 

 purpose limitation, 

 data minimisation, 

 accuracy, 

 storage limitation, 

 integrity and confidentiality, 

 accountability. 

In order to be able to devise a system architecture providing the required level of integrity, security, 
etc. for processing of personal data, the legislation with its abstract principles has to be broken 
down into concrete functional requirements to be fulfilled by a data processing architecture, 
preferentially following a “security by design” approach. Thus, a “security by design” architecture 
shall adopt the following measures in order to provide protection of personal data consistent with 
EU regulations: 

a) deny unauthorised persons access to processing equipment used for 

processing (‘equipment access control’); 

b) prevent the unauthorised reading, copying, modification or removal of 

data media (‘data media control’); 

c) prevent the unauthorised input of personal data and the unauthorised 

inspection, modification or deletion of stored personal data (‘storage 

control’); 

d) prevent the use of automated processing systems by unauthorised 

persons using data communication equipment (‘user control’); 
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e) ensure that persons authorised to use an automated processing system 

have access only to the personal data covered by their access 

authorisation (‘data access control’); 

f) ensure that it is possible to verify and establish the bodies to which 

personal data have been or may be transmitted or made available using 

data communication equipment (‘communication control’); 

g) ensure that it is subsequently possible to verify and establish which 

personal data have been input into automated processing systems and 

when and by whom the personal data were input (‘input control’); 

h) prevent the unauthorised reading, copying, modification or deletion of 

personal data during transfers of personal data or during transportation 

of data media (‘transport control’); 

i) ensure that installed systems may, in the case of interruption, be 

restored (‘recovery’); 

j) ensure that the functions of the system perform, that the appearance of 

faults in the functions is reported (‘reliability’) and that stored personal 

data cannot be corrupted by means of a malfunctioning of the system.27 
(Bonfanti, 2018a) 

In the next section, an analysis of the ALFA surveillance technologies is conducted, which is 
amended by a short analysis of alternative surveillance technologies not employed in ALFA. This 
analysis illustrates which and where personal data may (or may not) be acquired by the ALFA 
system. The following sections deal with the ALFA data management approach and with the 
systems architecture in the context of data protection.  

 

3.4 Assessment of surveillance technologies of ALFA and beyond 
with a focus on privacy 

In this section we analyse the ALFA surveillance technologies focusing on the relevance of their 
output to the privacy and fundamental rights dimension. With this analysis we follow a suggestion 
made in the first EEA report and advice: 

It is paramount that the Consortium determines whether collected and 
transmitted data include personal information and how this will be processed 
by the system. (Bonfanti, 2017). 

The analysis also includes a short survey of sensing technologies that have not been included in 
the ALFA system. 

 

3.4.1 Radar 

The term Radar was originally an acronym for “radio detection and ranging”. A radar system emits 
an electromagnetic wave. Objects (called “targets” in common radar terminology) reflect part of the 
wave back to the radar antenna. If an object is moving towards or away from the radar system, a 

                                                
27

 Directive (EU) 2016/680, cit., art. 29, par. 2. 
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Doppler shift of the reflected signal will occur. At the radar system, the reflected signal is evaluated 
with respect to distance, bearing and velocity of the radar targets. 

To be able to evaluate the reflected signal for distance, a modulated signal has to be transmitted. 
While the early radar systems almost exclusively transmitted short pulses, today a multitude of 
modulation schemes are used.  

The angle of the target can be determined by using a narrow-beam antenna, which is rotated. 
When the target is located in the maximum of the beam, the signal amplitude has a maximum and 
hence, the target angle (or “angle of arrival”) is obtained. Instead of mechanical rotation, an 
electronically steered beam generated by an antenna array can be employed. Antenna arrays or 
beamforming devices, such as lenses, also allow to generate several beams at a time. Comparing 
the signals (e.g. their amplitudes) of mutually overlapping beams is an alternative way of 
determining the angle of arrival.  

Resolution is the capability to separate individual targets in terms of distance, angle or velocity. In 
principle, imaging radar systems are capable of generating radar “images” of a target or of a 
scenario, where several or even many pixels may provide an “image” of an object (e.g. body 
scanners used at airports). However, the achievable resolution directly corresponds to the size of 
the antenna, which makes imaging radar concepts unfeasible for ALFA – in terms of handling of 
the radar system as well as in terms of cost. Comparing it with video imaging, the radar will 
generally provide only one or very few “pixels” per target, so that no information on the outer shape 
of the target can be inferred.  

Targets that possess moving parts, such as rotors, propellers or moving wings (birds), will produce 
a complex spectral Doppler signature in the reflected signal. It is part of the research conducted in 
ALFA to investigate signal classification methods and algorithms to be able to classify and 
distinguish between different kinds of objects, e.g. helicopters, aircraft, UAVs, birds etc. Hence, 
radar will provide a certain classification capability, but will not produce any information that allows 
to identify an aircraft (e.g. by “reading” its registration) or identify a person. As an example, the 
ALFA system may be able to classify a radar target as a powered hang glider – but this will be 
solely based on Doppler signature, hence it will not be possible to even recognise a person being 
part of the detected glider. 

 

3.4.2 Electro-optical sensor 

The ALFA electro-optical sensor will provide high-resolution optical images of detected objects to 
provide target on-sight visualisation and potentially identification at a certain distance. While radar 
has a wide angular scanning and detection capability, electro-optical imaging has a rather limited 
field of view due to its very large magnification and high zoom range. Therefore, the camera 
requires directional information of the target before it can be employed. When other sensors detect 
a potential target, the camera is mechanically directed towards it and zooms in.  

Electro-optical (EO) sensing will provide visualisation and some identification capabilities. The 
view, shape and the estimated size of an aircraft may be recognised, so that the type, that is 
airplane or helicopter, may be determined.  

Under certain conditions a side view of the aircraft may be obtained, so that its registration number 
may be visible to the EO sensor (compare Figure 3 and Figure 5 – images on the right). With 
suitable image processing methods or by human inspection, the registration may be extracted from 
such images. 

In general, persons on board an aircraft cannot be identified, but if the aircraft comes very close to 
the sensor and if light conditions are favourable, somewhat faint and grainy pictures of the persons 
on board may be taken. With the resolution specification of the EO sensor (ALFA Consortium, 
2017a), at a distance on the order of 100 m a pixel size of approx. 1 cm² may be achieved. The 
human brain is very efficient in “interpolating” a low-resolution image, so that generally a person 
can be identified from a 16 x 16 pixel portrait by most observers (Sinha, 2006).  
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As a result, applicability of images taken by the ALFA system for face recognition cannot 
completely be ruled out. However, actual recognition of persons will only be feasible under very 
favourable conditions and must be performed “off line” on images stored in the system.  

Due to its rather narrow field of view, the electro-optical sensor is not used to continuously scan the 
full observation range but is cued by the radar to any sector of interest. Primarily, the region of 
interest is above ground, while the sensor’s field of view is small (even in the lowest zoom state). 
Therefore, it is unlikely that the electro-optical sensor will take any low- or high-resolution images 
of uninvolved bystanders. 

It is not planned to implement image processing for classification, registration readout or face 
recognition capabilities in the ALFA system. 

 

3.4.3 RF sensing 

Many electronic systems intentionally or unintentionally emit electromagnetic radiation. Voice radio 
is used for aircraft communication, UAVs may be remotely piloted by wireless remote controls and 
aircraft send their position and identification (ADS-B). Such radio emission can be detected with 
suitable antennas and receivers. The receiver is tuned to a certain frequency and displays the 
received power (in a certain bandwidth). The frequency band of the signal is directly connected to 
a radio communication system, e.g. ADS-B is centred at 1090 MHz in approx. 10 MHz of 
bandwidth.  

As the scanning of a large spectral range will take a considerable amount of time, the scanning 
frequencies will be limited to the frequency bands in which radio emissions of the sought aircraft or 
UAVs are likely to occur.  

The angle of arrival can be determined by means of beamforming or processing of the received 
signals of an antenna array. When the receiver displays maximum power in a certain direction, the 
direction in which the transmitter is located, is known. If the transmit power is known, the distance 
of the transmitter from the receiver can be estimated. 

The information to be transmitted (e.g. the audio signal of voice radio or the aircraft identification in 
an ADS-B message) is “imprinted” on the radio signal (so-called carrier signal) by means of coding 
and modulation. The power of the received signal only contains the information that there is a 
signal with a certain strength coming from a certain direction. To access the information 
transported by the signal, it is necessary to demodulate and decode the signal. 

In ALFA it is not planned to demodulate or decode the received signal, except of ADS-B and 
possibly FLARM28, so the information that can be deduced from RF sensing is the following: 

 a certain radiocommunication system (voice radio, ADS-B, remote control) is currently 
being used, 

 the transmitter is located in a certain direction, 

 the distance of the transmitter can be roughly estimated. 

Any received radio signal, such as voice radio, may be stored intermediately, e.g. to apply 
correlation-based signal processing, however, the readout of such a signal in the final ALFA 
system will not be possible. As an example, some high-resolution angle-of-arrival algorithms are 
based on the covariance of signals received via different antennas. To calculate the covariance 
matrix, the received signals have to be temporarily stored in a computer memory. After processing 
the angle of arrival, the stored data will be discarded. 

                                                
28

 In the following, the term ADS-B is always meant to potentially include FLARM. The capabilities of both 
systems and their benefit for ALFA are similar. Like ADS-B, FLARM transmits a unique aircraft identifier, 
which in certain cases will allow to identify the owner or registrant via respective databases. Some of these 
databases are public, whereas official databases are normally not freely accessible. Hence, the potential 
privacy issues are comparable. 
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ADS-B/FLARM 

ADS-B will be decoded, because it will provide an important means to identify an aircraft, which in 
turn is a useful information for threat assessment. Therefore, the ALFA RF sensor will pass ADS-B 
information to the data fusion unit. 

In a literature search a detailed assessment of ADS-B data with respect to protection of personal 
data could not be found. ADS-B data contains some individual information of the aircraft, notably 
its registration in conjunction with its position. This also applies to privately-owned aircraft if 
equipped with ADS-B. Some concern about the privacy issues contained in publicly-available ADS-
B data is expressed in an article on SecurityIntelligence.com:  

The real aviation cybersecurity concern is for data privacy. With all this 
information available in the clear, apps exist to track flights on your 
smartphone today. Will someone find a way to monetize your location 
data for a profit, and do you care? (Sizemore, 2017).  

In a recent discussion with the EEA the issue was further elucidated. A privacy concern only exists 
if the aircraft owner and registrant is a private person and if information on the owner (as an 
individual) is publicly available. The ADS-B tracking service flightradar24.com seems not to display 
any owner information except of airlines, even companies such as helicopter services are not 
displayed. Once the ADS-B/FLARM decoding in the ALFA RF sensor is in operation, a closer 
investigation on the actual severity of the potential ADS-B privacy issue and a formal assessment 
will be conducted with the support of the EEA. 

However, the overall benefit of analysing ADS-B data for ALFA appears large, mainly because any 
identification of an aircraft will have severe influence on the threat assessment: 

 it is mandatory29 to register a cross-border flight with air traffic control, 

 similar provisions apply for certain overseas flights. 

It currently has not been decided if the ALFA system will have an interface to retrieve aircraft 
registration data. Most likely, the ALFA system would have to rely on public databases, but these 
are rather incomplete. Any official procedure to retrieve aircraft registration data from a third 
(probably non-EU) country, probably by means of an official request for judicial assistance, is not 
suitable for ALFA, simply because of the time that it needs. 

It appears to be more valuable for threat assessment to check a detected aircraft with air traffic 
services. Here, we assume that legal provisions will be taken to allow ADS-B analysis in a 
“productive” ALFA installation operated by law enforcement or border control authorities. ALFA will 
provide the aircraft registration derived from ADS-B to the user interface for the operator to check 
the flight plan with air traffic services. An interface for automatic recovery of flight plans by the 
ALFA system for this is beyond the scope of this project. 

 

3.4.4 Passive radar 

Passive radar is a sensing technology quite similar to radar. There are two major differences. 

(1) A conventional radar system emits a radio signal, but passive radar uses existing radio signals, 
so-called transmitters of opportunity. Suitable transmitters of opportunity are primarily broadcasting 
stations (e.g. DVB-T) and mobile radio base stations (e.g. UMTS, LTE). As passive radar does not 
emit any radio signals, it cannot be detected and it is not subject to frequency regulation. 

                                                
29

 Common rules of the air and operational provisions regarding services and procedures in air navigation 
are laid down in the European regulation SERA (Standardized European Rules of the Air) (Commission 
Implementing Regulation (EU) No 923/2012). SERA.4001 defines provisions for a mandatory submission of 
a flight plan with the competent air traffic services unit. This applies (amongst others) to cross-border flights 
and flights across certain areas, such as open sea, to facilitate search and rescue services. 
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(2) Generally, the locations of the passive radar system and of the transmitter of opportunity will be 
at a certain distance. This somewhat complicates distance and velocity determination, because the 
respective distances, angles and relative velocities between transmitter, target and receiver have 
to be taken into account. At the same time, the signal received by the radar system has not been 
reflected directly back towards the transmitter (so-called monostatic radar), but in some other 
direction (so-called bistatic radar). This configuration may reduce the sensitivity to “clutter” (i.e. 
“false” targets or noise-like signal contributions) caused from ocean waves. Additionally, the 
efficiency of some radar stealth configurations are reduced. To minimise an object’s radar 
signature, its outer shape may be designed using mainly plane, angled surfaces, so that any 
incoming radar signal is not reflected back to its origin but in another direction. Some objects may 
unintentionally exhibit similar properties leading to low probability of detection. Such stealth 
configurations are generally inefficient in a bistatic radar scenario, and generally the probability of 
detection is larger compared to a monostatic radar. 

The passive radar signal processing generally relies on the correlation of the received signal with 
the transmitted signal. As the transmitted signal is not a priori known to the receiver, it has to be 
extracted from the received signals. This may be facilitated by a dedicated path in the receiver 
and/or signal processing chain using a separate antenna or an antenna beam directed to the 
transmitter.  

In the scope of privacy, the capabilities of passive radar are very similar to “conventional” radar.  

 

3.4.5 Surveillance technologies beyond the scope of ALFA 

For the detection of aircraft and UAVs, other surveillance technologies may be used, which are 
beyond the scope of ALFA. Partly, the capabilities of these technologies require a more in-depth 
assessment of potential privacy and fundamental rights issues. This is one of the reasons why they 
have not been selected for ALFA, other reasons may be cost or technical properties. 

This short analysis is intended to illustrate these additional technological options. 

 

Audio surveillance 

One of the first concepts employed to detect multicopter UAVs has been audio surveillance. 
Multicopters produce a distinct sound, which a human can perceive over a comparatively large 
distance. Using sophisticated signal processing, it is possible to detect UAVs over a distance of up 
to a few hundred meters even when strong background noise is present. Audio signals are 
captured with an array of microphones to facilitate beam forming (similar to radar) and determine 
the angle of arrival. 

To process the audio signals, they have to be digitised and stored in memory. At this point a very 
careful assessment of the technology needs to be undertaken. Article 8 of the European 
Convention on Human Rights provides a right to respect for one's "private and family life, his home 
and his correspondence" with exceptions such as national security or public safety, provided that 
these are in accordance with the law. This specifically applies to the use of covert listening devices 
recording the privately spoken word (Frenz, 2008, see edge no. 1187). As a prominent example, 
the German Criminal Code30 explicitly prohibits to make an audio recording of the privately spoken 
word of another. Similar legal principles exist e.g. in Switzerland and Austria31.  

It cannot be avoided that an audio surveillance device records conversations of its operators and 
uninvolved bystanders, although this recording is neither necessary nor desired in the context of 
UAV detection. Due to the required high sensitivity, the range over which speech may be recorded 
is rather large. To ensure that the operation of such an audio surveillance system is consistent with 

                                                
30

 Strafgesetzbuch, § 201 
31

 ECLI:AT:AUSL000:1958:RS0103010 
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the law, a careful analysis of the technical and legal circumstances is required and technical 
provisions may have to be taken to discard any content of the recorded data that may contain 
speech.  

 

SAR and imaging radar 

Synthetic Aperture Radar (SAR) is a combination of radar hardware, waveforms, signal 
processing, and relative motion that creates photograph-like renderings of targets and scenes of 
interest. In contrast to optical imaging, e.g. based on cameras or laser scanners, the microwave or 
millimeter-wave radar signal penetrates through dust or fog and, similar to laser scanning, SAR is 
not dependent on external illumination. Similar to optical imaging, “classical” SAR provides a two-
dimensional image of the electromagnetic reflection properties of the surface of the target scene. 
Beyond that, microwave tomography techniques allow to “look” into or even through dielectric 
objects, so that internal structures, may be detected and localised. 

SAR achieves a very fine lateral resolution of the target scenario, which is achieved by increasing 
the size of the “virtual” antenna by moving the sensor over the scenario or by laterally moving a 
target object below a stationary radar sensor. The lateral resolution that can be achieved is on the 
order of a wavelength if the effective aperture (i.e. the range of lateral movement, over which the 
target object is within the antenna beam) is on the order of half the distance of the antenna to the 
target. If the resolution requirement is somewhat smaller, a very large antenna array may be used, 
which avoids the use of moving elements.  

In the context of privacy and fundamental rights, body scanners, which are based on millimeter-
wave imaging radar, are the most prominent example of this technology. These devices are 
increasingly being deployed at airports to provide more convenient and faster security checks. The 
radar signal partly penetrates clothing, so that hidden objects, such as weapons, may be found. 
Additionally, non-metallic objects (e.g. ceramic knifes) can be detected. However, at the same time 
an image of the “naked” person may be generated and certain medical impairments of the person 
may be exposed. Therefore, the privacy implications of such systems are fundamental. As a result, 
body scanners comprise sophisticated signal and image processing, so that the operator is 
presented with a schematic “avatar” picture, that contains indications for further action of the 
security personnel.  

In order to obtain radar images with a reasonable resolution, very large antenna arrays are 
required. As an example, a number of 3008 antenna elements was published for a certain body 
scanner. In order to apply the imaging radar concept of a body scanner to aircraft and UAV 
detection, the operation frequency need to be reduced, e.g. from 80 GHz to 10 GHz, to attain the 
required maximum range. However, the antenna dimensions will scale with the wavelength, so that 
the technical complexity, size and cost of a comparable system for aircraft and UAV detection 
would be prohibitive.  

 

Decoding or eavesdropping of radio signals 

Analog and digital voice radio signals, as long as they are unencrypted, can rather 
straightforwardly be demodulated and decoded. Then, it is possible to listen to the ongoing 
communication, record it and analyse it. Some remote controls for UAVs as well as the backward 
link for video transmission are not encrypted and may, in principle, be intercepted. A certain 
complication arises from the fact that there is a large number of different types of remote controls, 
all using their own, often proprietary communication method.  

More sophisticated techniques allow to intercept mobile telecommunications, preferentially GSM. A 
so-called IMSI catcher basically pretends to be a base station and connects itself to a “real” base 
station, to where it relays the incoming and outgoing data of the devices that are connected to it. 
As a result, the IMSI catcher allows to identify the telephone by its unique IMSI and IMEI numbers, 
to listen to phone calls as well as to observe the data transfer of the mobile device. 
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Interception of encrypted communication is vastly more difficult. In general, a vulnerability of the 
encryption must be known and must be exploited in real time.  

 

Thermal imaging 

Electro-optic imaging is not restricted to the visible optical range. Infrared radiation may be focused 
with lenses made of specific materials on a special thermal image sensor. As a result, a thermal 
image of the observed scenario is generated.  

Thermal imaging is a powerful technique to detect objects, such as UAVs or aircraft on an 
otherwise “dark” sky or other cooler background. As the thermal emission of the object is detected, 
illumination is not necessary and the performance at night is excellent. The behaviour with respect 
to “false targets” is somewhat different from visible-light imaging, e.g. a distant bird will be 
displayed more prominently than cooler objects, such as trees. 

Thermal imaging brings its own issues with respect to privacy. Generally, images may be taken of 
persons that are believing that they cannot be seen, e.g. while being in a dark room at night 
without closing curtains. In 2011 a thermal imaging survey in Boston was stopped due to fear that 
the images would reveal information on what is happening inside houses (CBS Boston, 2011). 
Additionally, the same privacy concerns as for video surveillance may be raised, such as 
identification of persons by (automatic) facial recognition. These fears appear somewhat 
exaggerated. Generally, infrared radiation behaves very much like visible light and will not 
penetrate solid structures, such as walls, doors etc. It hardly penetrates fabric like curtains or 
clothes. However, as can be observed in (O’Reilly, 2014), infrared radiation may somewhat 
penetrate rather thin fabric, but image resolution is typically not sufficient to allow identification of a 
person or to resolve any particular detail – except for very high resolution images, which will have 
to be taken from a rather close distance. 

Although optical components suitable for infrared radiation require exotic materials, thermal 
imagers with zoom lenses are commercially available. However, the resolution of available thermal 
image sensors is still significantly lower than that of optical image sensors. Based on the 
achievable resolution and detection / imaging range of thermal imagers it has been decided not to 
employ thermal imaging in ALFA. 

 

3.5 ALFA data management 

In order to define the framework and the procedures of data processing in ALFA, a data 

management plan was formulated as deliverable D7.2. This not only covers the handling of 

research data (concerning definitions and provisions to make data FAIR see D7.2 and section 

4.1.1 below) but also the data flow in the ALFA system. The initial version of the data management 

primarily defined the sources of data and instances of processing and display. In the meantime, the 

architectural work package 2 has been finished and parts of the information processing 

architecture have been devised in work package 4, so that a deeper understanding of data 

structures, interfaces and measures of protection of data has been elaborated. This is detailed in 

the following. 

 

3.5.1 Personal information, personal data  

A general guideline for processing of (personal) data in the ALFA system was given by the EEA: 

In case personal information are processed by the Consortium, data 
protection standards should apply. These standards should be integrated in 
to the Data Management Plan and further complied with. This, for example, 
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implies that data of research participants that might be stored for any reasons 
in the SVN should be anonymised or deleted at the end of ALFA Project. 
(Bonfanti, 2017) 

Data handling, storage and transmission procedures follow the data protection and security 
measures laid out by the EEA. The result of the EEA’s analysis of data management and systems 
architecture (focusing here on limitation of potential misuse) is comprised in the 2nd EEA report.  

ALFA is designed by adopting and implementing the “threat assessment”-
based and “security by design” approaches, meaning that security is 
promoted in all system developing stages. On the basis of pre-identified 
security-related threats and requirements, the system integrates technical 
and technological measures that are aimed at preventing security breaches. 
According to the described architecture, the ALFA system will be designed in 
the way that it should: guarantee data integrity of any data stored or 
exchanged; (ii) allow users-authentication, both humans and external 
systems; (iii) grant access to the relevant information and services to 
authorised users only; (iv) implement layered access rights mechanism and 
promote their auditability; (v) ensure secure information exchange among 
sensors (also through data encryption); (vi) ensure that exchange of data with 
external systems will follow security policies.  

The above features should limit the risks of unauthorised access, collection, 
transfer and disclosure of the data processed by the system. They should 
also reduce the likelihood of the system to be misused, i.e. employed by both 
system legitimate users and external threat actors for malevolent purposes. 
Indeed, by integrating authorisation, authentication, traceability and 
auditability mechanisms, the system should promote “responsible” and 
mission-based employment of the system also by its legitimate operators. It 
goes without saying that, the promotion of security as well as of responsible 
and mission-based employment of the system should also be pursued 
through other non-technical and organisational measures to be adopted by 
the end-users of the system. The definition and implementation of such 
measures, although instigated by the system architecture itself, falls beyond 
its very technical design. (Bonfanti, 2018a) 

Except of the potential use of aircraft registration data that may contain information on the owner of 
an aircraft that, in turn, may be an individual, no personable identifiable data will be processed in 

ALFA. Nonetheless, the integration of the “threat assessment”-based approach 
and “security-by-design” principle in the system architecture are in line with 
personal data protection prescriptions. (Bonfanti, 2018a) 

 

3.5.2 External data and intelligence 

At the current state of the project, certain external sources of data have been identified. This list 
may not be complete, because during the development of the information processing and 
interpretation algorithms, other external data may have to be included. With respect to external 
data, the first EEA report stated: 
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It is paramount that the Consortium reflects about the nature and scope of 
“relevant internet data” and “intelligence”, understand as soon as possible 
whether they include personal information and how this will be processed by 
the system. (Bonfanti, 2017) 

The architectural descriptions of the ALFA system and its data fusion and threat assessment 
architecture have been (partly) finished by the time of writing of this deliverable. From the current 
state of development the following external information will be required: 

 Weather information. This includes information specifically relevant to low-altitude flying, 
such as visibility, wind speed etc. 

 Map information. This includes terrain information such as slope/steepness, information on 
vegetation etc. Within ALFA this information may be annotated or extended with respect to 
specific needs of the project. 

 Aircraft registration data. After decoding ADS-B information in the RF sensor, aircraft 
registration data can be obtained from public databases, however, these may be rather 
incomplete. In a future revision of the ALFA system aircraft and flight information may be 
requested from air traffic control or official aircraft registers.  

In the context of personal data protection, weather and map information are not relevant. The 
same applies to any sort of annotations and metadata provided to the sensors or contained in the 
sensor output data, because these are purely technical information, such as timestamp, sensor 
GPS coordinates, sensor base direction, transmitter information for the passive radar, etc. 

In rare cases, ADS-B information may indeed lead to personal data. This applies to the case when 
an aircraft is identified and its registration contains personal information of the owner. At the 
current state of the project it has not finally been decided if information of the aircraft registrant is 
necessary or if the aircraft registration number will be sufficient for further processing. In any case, 
the information contained in the ALFA system will be protected appropriately. 

 

3.6 ALFA architecture: data minimisation and privacy by design 

Security is not an absolute value. To efficiently define security requirements for a system and 
design proper protection mechanisms, one needs to clearly identify the operational scenario and 
the threats the system will be exposed to. When addressing the security of ALFA architectural 
approach, explicitly defined security requirements were taken into account, but also other 
requirements and architectural decisions, which may have an impact on security. 

ALFA is defined as a highly flexible system, which is composed of different loosely coupled 
software and hardware components. These components communicate asynchronously over a 
network following a microservice architectural approach. Although the network could be assumed 
as a standalone system, and in theory could be implemented over a dedicated “air-gapped” 
network, there is a high probability that if deployed this system will end up operating in a highly 
interconnected environment. Therefore, from a security design perspective it was considered that 
the system may operate on a hostile network environment. 

Initial functional and operational requirements, as well as security and privacy requirements were 
defined in deliverable D1.3 “Concept of operation and definition of operational requirements”. 
These were further elaborated in the system design work package (WP2) and resulted in the ALFA 
architecture definition laid out in deliverable D2.1 “ALFA architecture description” (ALFA 
consortium, 2017c). In the following the privacy-by-design approach of the ALFA system is 
outlined. 

Primarily concerning personal data, the first EEA report stated: 
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ALFA system should integrate and enforce data protection principles like data 
minimisation, limited data retention, data anonymisation, data security, and 
other data protection obligations if relevant. (Bonfanti, 2017) 

The ALFA system will follow principles like data minimisation and security. The security and data 
integrity of the system operated by law enforcement authorities in a potentially hostile network 
environment is of paramount importance for the system design. This implicitly provides the 
necessary protection of personal data, although the amount of personal data to be processed by 
the ALFA system is comparatively small.  

 

3.6.1 ALFA system architecture 

A simplified structural overview of the ALFA architecture is depicted in Figure 8. The system 
comprises one or several sensor units, which may be mobile. Each sensor unit consists of one or 
several sensors, namely radar, RF sensing/passive radar and electro-optical sensing. Inside the 
sensor unit, some sensor data processing is performed, on sensor level and also within the sensor 
unit. Sensor units pass their information to the control centre, where higher-level information 
processing is conducted in order to perform a threat analysis leading to an “understanding” of the 
intentions of suspected air targets. The control centre is connected to mobile units for presentation 
and user interaction. The ALFA system will include provisions to implement an interface to 
SIVE/SIVICC32, but at the current state of the project implementation of the interface itself is out of 
scope. 

 

Figure 8: Simplified structure of the ALFA system. 

Data may be temporarily stored in each sensor, in the sensor unit and in the control centre. The 
control centre also provides a history service, so that older information can be retrieved and 
analysed by the user. The implementation of the exchange of information and control messages is 
based on a loosely coupled arrangement employing a middleware providing message brokerage 
functionality (Figure 8: red and blue arrows for control and data messaging). This facilitates the 
scaling of the system as well as the operation in an open network.  

                                                
32

 The ALFA system could provide complementary features to SIVE/ SIVICC. The ALFA system could be 
used independently or integrated with SIVE/ SIVICC – in both cases a better coverage will be achieved. To 
achieve interoperability, provisions for an interface are available according to applicable protocols. Based on 
these provisions, an implementation of the integration can be done in the future. 
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3.6.2 Data minimisation: raw data and derived information 

The following table (Table 2) gives an overview of the sensor-level data, derived information and 
the use of this data in the ALFA system. The sensor data will be passed to the data fusion and 
tracking unit, before subsequent steps of information processing are taken. Here the term 
“tracking” subsumes all subsequent steps of information processing. 

 

Sensor Sensor Raw Data Derived Information Use of Information 

Radar and 
Passive 
Radar 

distance, bearing, relative 
velocity, reflection amplitude 

 presence of a potential target object 

 position (distance and angle) 

 speed and direction of movement 

detection, 
tracking 

Radar Doppler signature  classification of type of target (aircraft, 
bird,...)  

target / non-target 
classification, tracking 

RF Sensor frequency, amplitude and 
bearing of a radio signal 

 presence of a potential target object 

 angular position 

 type of radio system (voice radio, 
remote control, WLAN,...) 

 rough estimate of distance 

detection,  
tracking 

RF Sensor ADS-B signal  presence of a potential target object 

 aircraft identification and position 
(aircraft owner may be obtained from 
external database) 

detection,  
target / non-target 
classification, tracking 

EO Sensor bearing,  
optical image of the object 

 position 

 aircraft classification 

 (aircraft registration/identification – only 
under favourable conditions) 

target / non-target 
classification, tracking 

EO Sensor video stream  may contain aircraft registration or 
image of person onboard aircraft (only 
under very favourable conditions) 

at the current state of the 
project, this information can 
only be recognised by an 
operator observing the video 
feed 

Table 2: ALFA sensor raw data and derived information. 

 

Sensor raw data will only be held in a sensor and will be discarded after a certain time. The 
timeframe for raw data retention is defined by signal processing requirements, e.g. in-sensor 
tracking functions or angle-of-arrival or other correlation-based algorithms. The retention time will 
typically be on the order of seconds or minutes. In the “productive” ALFA system, access to raw 
data will be infeasible for any user. During research and development, raw data may be stored and 
analysed in order to design and improve the signal processing algorithms. For the handling and 
protection of research data see section 4.1.1. 

Certain information is contained in the raw data or can be extracted from it. This information 
generally has a higher level of abstraction than the raw data, such as the information “presence of 
a UAV” can be deduced from the raw data that is “detected power of a signal at a certain frequency 
and bandwidth”, where the particular frequency is assigned to remote controls.  

Generally, the derived information is transferred to the message broker for distribution to the 
further processing units. The next step performs information fusion of the different sensor outputs. 
This step contains a “tracking” function that associates information and tracks of (potential) targets. 
Such tracks will further be processed by higher-level analysis, such as threat assessment. 
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The above description illustrates that even if there were any private data in the sensor raw data 
(such as voice radio or mobile communication) this information is neither decoded nor does it leave 
the sensor. After tracking, the information handled by the system may only contain aircraft 
registration (enabling in principle aircraft owner identification), which may qualify as personal data.  

The ALFA system includes a history service component that is responsible for collecting all track 
updates over time and making them available to other components. The service will write all track 
updates to a rolling log file, which limits each file in space and/or timespan. Recent history will be 
fast accessible, for example by keeping it in memory. Retrieval of less recent data may be slower 
depending on the way and location this data is stored. How much data is kept by the history 
service may be configured but should be at least a month (this is the required storage time of 
SIVE/SIVICC as indicated by their users). 

The EO sensor provides a video stream, which is transmitted and handled outside of the ALFA 
message broker and outside of the ALFA information flow (including the history service). The video 
data will use a dedicated protocol instead (e.g. RTP+RTCP). The sensor will provide the stream on 
an URL, which is available by the sensor handler via a request message. Its main purpose is to 
allow the ALFA operator to get a clear visible impression of what has caused an alarm before 
taking further action. Generally, the video stream is neither suitable for any kind of identification of 
individuals, nor will it be processed automatically with any kind of image processing, such as facial 
recognition algorithms or the like. Aircraft identification may be read by the operator. 

 

3.6.3 Data protection and privacy-by-design architecture of the ALFA system 

ALFA is following a “security by design” approach, meaning that security is a concern in all project 
stages (from requirements elicitation to implementation), and the adequate security mechanisms 
are designed and put into place, taking into account the delicate balance between usability, cost 
and security. A detailed description of analysis and design of the security architecture are 
contained in deliverable D2.1. In the following a short outline is presented. 

The major security requirements on which the design was based are compiled in Table 3. A 
selection of the technical provisions following from these requirements are discussed in further 
detail. 

Reference Requirement 

NSR1 

SR5.1 

SR6.1 

SR6.2 
 

SR6.3 

SR6.4 

SR6.4.1 

SR6.4.2 

NSR2 

ALFA must be able to operate on a hostile network environment, like the Internet. 

The ALFA system shall be able to guarantee data integrity of any data stored or exchanged.  

The ALFA system shall be able to authenticate its users, i.e. humans and external systems.  

The ALFA system shall be able to grant only authorised users to access the relevant 
information and services.  

An Access Rights mechanism shall be implemented.  

The ALFA system shall be able to ensure secure information exchange.  

ALFA shall ensure a secure channel.  

Data exchanging with external systems will follow security policies. 

ALFA should implement a role based access control mechanism for users. 

Table 3: ALFA system security requirements. 

Several potential vulnerabilities, intrusion vectors and threat actors were identified that may lead to 
any of the following threats: 

 Compromise of information (e.g. eavesdropping, disclosure); 

 Unauthorised actions (e.g. corruption of data, unauthorised use); 

 Compromise of functions (e.g. denial of actions). 
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In addition, there are certain technical threats (partial or total loss of power, component malfunction 
or drop out etc.) that may be counteracted on component and subsystem level, e.g. by adding 
redundancy (RAID), backup power supply etc. 

For the communication between the components of the system a communication solution or a 
middleware is needed. A system composed of several components which communicate over the 
network requires an asynchronous solution. Several message broker solutions were reviewed and 
a middleware solution was selected for ALFA. 

In order to provide adequate security for the data in transit, transport layer encryption is employed. 
Also, other functions relating to systems and data security, such as authentication and storage 
support are supported.  

To implement the previously defined security controls, the following security modules (SMx) were 
identified: 

SM1:  Full disk encryption or encrypted file system (FDE/EFS). 

SM2:  On the message broker’s server side, transport layer security (TLS server) providing 
TLS/SSL encryption and authentication will be employed. 

SM3:  On the client side, transport layer security will be employed accordingly (TLS client). 

SM4:  All web pages providing user interaction will be served using encrypted https connections 
(HTTPS server). 

SM5:  Each ALFA component authenticates itself using predefined credentials. 

SM6:  Each component will be restricted to necessary operations by an authorisation/permission 
scheme supplied by the middleware. 

SM7:  RAID devices will be used for data storage in a “productive” ALFA system. 

SM8:  event and operations logging in the middleware, or/and application based logging, shall be 
used to register who accesses what data and when. 

SM9:  User Authentication, Authorisation, and Accounting (AAA) will be included: this feature will 
preferentially be implemented using an “off-the-shelf” solution. Roles and access rights for 
different types of users/admins were defined in the appropriate deliverable. 

SM10:  The secure link module should allow secure communication over hostile network 
environment, preserving the security properties of the communication channel, such as a 
virtual private network (VPN) connection. This feature is subject of on-going development in 
task 3.5. 

SM11:  A firewall will be used to secure the ALFA internal network. 

The implementation of the ALFA core system will be subject of tasks 3.4 – 3.6 for the adaptation 
layer for sensor data integration, the communication link to mobile devices and the system data 
model. Workpackage 4 then deals with the core system function of information processing and 
analysis. During the course of these activities some of the architectural concepts may have to be 
refined or revised, but the overall approach of system security will always be followed. 
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Chapter 4 Research Ethics 

In this document we investigated in Chapter 3 the complex of “ethical issues” starting from general 
ethical considerations, fundamental rights and privacy, where – after some introductory remarks – 
any specific references to research-related issues were avoided. Thus, a perspective focusing on 
research is to be taken in the following. 

All Horizon 2020 proposals undergo an ethics screening during assessment and ranking. The 
reasoning behind this strong focus on ethics is formulated in Part IV “Science with and for society” 
in the regulation establishing H2020: 

The strength of the European science and technology system depends 
on its capacity to harness talent and ideas from wherever they exist. 
This can only be achieved if a fruitful and rich dialogue and active 
cooperation between science and society is developed to ensure a 
more responsible science and to enable the development of policies 
more relevant to citizens. Rapid advances in contemporary scientific 
research and innovation have led to a rise of important ethical, legal 
and social issues that affect the relationship between science and 
society. Improving the cooperation between science and society to 
enable a widening of the social and political support to science and to 
technology in all Member States is an increasingly crucial issue which 
the current economic crisis has greatly exacerbated. Public investment 
in science requires a vast social and political constituency sharing the 
values of science, educated and engaged in its processes and able to 
recognise its contributions to knowledge, to society and to economic 
progress. (EU, 2013): 

A fundamental-rights related focus on legal issues has been adopted in the previous Chapter 3. In 
contrast, it may be stated that the focus of research ethics is on cooperation between research and 
society and their mutual understanding. A prerequisite for this understanding is the integrity of 
science itself. It is vital that science follows highest standards concerning the integrity of their 
researchers, methods, and results. At the end of the 20th century a number of more-or-less 
prominent scandals and research-fraught cases had drawn attention of the public, with the Schön 
scandal33 being probably the most prominent in physics and ICT, so that in the following scientists 
all over the world have formulated and adopted standards of good scientific practice. 

A second point, which deserves a specific discussion, is the treatment of individuals that participate 
(willingly or unwillingly) in research. Especially genetics and genetic engineering with research on 
embryonic stem cells and reproduction methods such as cloning make parts of the general public 
feel suspect and uneasy about such kind of research. Similar reservations can be found with 

                                                
33

 Physicist Jan-Hendrik Schön published a large number of papers in renowned journals such as Science 
and Nature in the late 1990’s until 2002 claiming fundamental breakthroughs such as the single-molecule 
transistor or the organic solid-state injection laser. It is not too far-fetched to state that he was considered on 
his best way to earn the Nobel prize within a couple of years. Then, a number of severe inconsistencies were 
found in his papers (e.g. identical graphs provided as results of completely different physical experiments) 
and none of his fundamental results could be reproduced. Formal investigations of his alleged fraud finally 
led to publishers withdrawing most of his papers and his Ph.D. revoked. 
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respect to dual-use and military technologies, artificial intelligence, research involving animals, and 
the like. As a result, rigorous ethics review procedures have initially been adopted in the field of 
biology with a strong focus on human participants and on the use of any human material, such as 
embryos and embryonic stem cells. In the following, any involvement of human participants in 
research has been identified as a matter of research ethics and should be treated with 
appropriately high diligence. 

 

4.1 Good scientific practice 

Numerous research institutions (Global Research Council, European Science Foundation, etc.), 
funding agencies, academic foundations (e.g. German Academic Foundation, DFG) etc. have 
issued codes of conduct for good scientific practice. As these documents exhibit many similarities, 
we have chosen (ALLEA, 2017) as a representative reference. This is in line with the Horizon 2020 
documentation, which also cites the same source. 

There are four fundamental principles that shall guide researchers in their work as well as in their 
engagement with the practical, ethical and intellectual challenges inherent in research: 

 Reliability in ensuring the quality of research, reflected in the design, the methodology, the 
analysis and the use of resources.  

 Honesty in developing, undertaking, reviewing, reporting and communicating research in a 
transparent, fair, full and unbiased way. 

 Respect for colleagues, research participants, society, ecosystems, cultural heritage and 
the environment. 

 Accountability for the research from idea to publication, for its management and 
organisation, for training, supervision and mentoring, and for its wider impacts.  
(ALLEA, 2017) 

These principles are expressed in good research practices. These practices cover different 
contexts of the work and working environment of scientists, and of mutual relations of the 
researchers in this environment – including collaboration, publication and review. Core elements of 
good practices are located in the field of procedures and methods of research, safeguards against 
mishandling and mistreating subjects as well as against any other potential harms and risks, and 
practices of data handling and data management. 

ALFA partners will adhere to good scientific practice in all its different dimensions. The external 
ethics advisor will support the ALFA consortium in this respect. Partners have internal rules of 
conduct. Procedures for cooperation and communication, decision making, and for creation of 
deliverables and publications have been laid out in the ALFA project internal handbook. A 
remaining point, for which project-specific procedures had to be elaborated, is handling of research 
data.  

 

4.1.1 Research data 

The handling of research data has been elaborated in the ALFA data management plan, D7.2 
(ALFA Consortium, 2017b) describing the data management life cycle for the data to be collected, 
processed and/or generated. The overall aims are to make research data findable, accessible, 
interoperable and re-usable (FAIR). 

The concept of FAIR research data finds its main application in certain fields of (basic) science, 
where the acquisition of research data may be the result of a scientific endeavour on its own, such 
as genome sequencing, generation of earth observation data etc. Therefore, the data resulting 
from such endeavours have a high value for other researchers. In contrast, in sensor and systems 
R&D as conducted in ALFA, the key result of the development is the sensor or the sensing system, 
but not the data acquired with this system. As a result, the overall approach of FAIR data does only 
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fit partially to the nature of R&D conducted in ALFA. Notwithstanding, the ALFA partners will adapt 
concepts of FAIR data management wherever possible and appropriate.  

Data that is of interest to a larger number of consortium members may be shared and archived 
within the project SVN. Concerning research data that is used in scientific publications by ALFA 
partners, each partner owning such data is responsible for long-term storage and retrieval, as well 
as for making data accessible to the scientific community, preferentially on an individual basis (“by 
request”). As the topic of ALFA is a security system, data protection and security provisions may 
prevent sharing of data and of information thereof. (ALFA Consortium, 2017b) 

The handling of research data and project documents is conducted via a subversion (SVN) 
repository. The following assessment has been taken from the first report of the EEA: 

With regard to the preservation, it is worth praising that the Consortium 
employs a project subversion repository (SVN) that allows easy 
synchronization of documents between the server (hosted at the premises of 
the coordinator TECHNION) and a participant’s local file storage for sharing 
documents and data. Therefore, no conventional backup system is adopted. 
Due to the fact that the system is set up and maintained by the coordinator in 
their IT infrastructure in Austria, full control by a member of the Consortium is 
granted over the data at any time, which is a significant advantage over cloud 
based (and not-controlled) solutions. 

Regarding the preservation of the data, there is no expiration date until which 
the data can be made available in the SVN. Even years after the project end 
the data will still be available. Hence, long term preservation of the data is 
secured. Furthermore, the system includes tools for retrieving older versions 
of a particular file, which means that all former versions of a file are available 
and reproducible. This is positive in terms of granting long-term accessibility 
of data but can raise some issues in case personal information (e.g. data of 
research participants) are stored and processed. (Bonfanti, 2017) 

Storage of sensor raw data that contain any personal information will be avoided – even for 
research purposes. If analysis of such data is inevitably necessary, the data and/or the storage 
medium will be encrypted and data will be deleted as soon as analyses are complete. Such data 
will not be made available to other research groups. 

 

4.2 Research participants 

4.2.1 Participants of questionnaires 

To devise some of the information processing concepts of ALFA, our software architects will build 
on the expertise of external experts. Components such as threat assessment will be based on the 
experience of law enforcement professionals. With GC and GNR relevant partners are part of the 
ALFA consortium. However, an even broader scope of experience contributed from a larger group 
of law enforcement agencies was desired. Hence, a questionnaire was formulated in order to 
acquire the relevant knowledge of typical patterns of criminal activities as they have been observed 
by the relevant authorities. In this questionnaire, the view of the respective unit or agency was 
asked for. As a result, personal information concerning the individual providing answers in the 
name of his/her unit was of secondary relevance and was not further processed when analysing 
the questionnaire’s results. However, in order to be able to ask for clarifications or for more specific 
information, the results of this particular questionnaire could not be made completely anonymous. 
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The results of this questionnaire are declared confidential and will only be used by the ALFA 
consortium. 

The EEA suggested an easy-to-follow procedure to be employed when involving external 
participants, regardless of the existence or severity of (potential) fundamental rights issues in the 
context of the questionnaire:  

 before involving research participants (to any Alfa project's related 
research activities!) you provide them with a brief but comprehensive 
information sheet describing the research activity, who is in charge of it, 
data you are collecting, how you will process them and other details; 

 you ask research participants to read the information sheet, and sign a 
certificate of consent; 

 you make the questionnaires results anonymous to avoid any further 
issues; 

 Attached you can find a workable template of an Informed Consent 
Form ICF.  
(Bonfanti, 2018b) 

The ICF was provided to the ALFA consortium for use in further questionnaires. 

 

4.2.2 Participants at test and demonstration activities 

The ALFA consortium plans to test parts of the ALFA system as well as to conduct a system 
demonstration at the end of the project. In his first report, the EEA explicitly points out the interests 
and rights of research participants at test and demo activities. 

As far as ALFA project planned research activities are concerned, there is the 
possibility that some ethical issues may emerge from WP5 “System 
integration and testing” and WP6 “Functional Demonstration”. This may 
happen in case tests and demonstration will entail the active participation of 
external or internal “research participants”. These are individuals that do not 
have a partnership in ALFA or are not routinely involved in the Project’s 
research activities but who are invited to contribute to these activities by 
taking part to testing or demonstration and asked to provide actively their 
professional vies, thoughts, and feedback. 

Involvement of this type of participants in the ALFA project should require 
special care and attention by the Consortium, in particular by those partners 
who are in charge of organising and running tests and demos. The 
consortium should adopt tailored measures and actions to safeguard 
research participants’ interests and rights. For example, it should require that: 
participants agree to participate on the basis of an invitation issued in 
advance of the scheduled date of event; the invitation consists of information 
on the ALFA Project in general as well as on the scope and aims of the 
specific test or demonstration; participants receive an Informed Consent Form 
to be read, understood, - if necessary - further explained and signed; they are 
granted the right  to withdraw themselves and their data from the ALFA 
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project for any (or no) reason and without prejudice; the demonstration area 
is clearly identified, identifiable, and delimited and securitised; etc.  

#1 In case of research participants’ involvement in to testing and 
demonstration activities, the Consortium should adopt specific measures and 
actions to safeguards these participants’ interests and rights, especially – but 
not limited to – privacy and data protection. These measures and actions 
should be pre-defined (e.g. in a tailored research protocol) as well as 
implemented during the tests and demos. (Bonfanti, 2017). 

 

Testing Activities 

The majority of testing activities will be laboratory tests without any involvement of external 
individuals. This includes some more critical functions, such as data storage functions, which are 
intended to provide a history of events and which may include some sensor data, even video 
streams. As long as these test are performed completely inside of protected premises, data 
protection issues will not occur. 

Some testing will be performed outdoors. This mainly includes functional testing of critical 
capabilities – primarily detection capabilities of UAVs. During such outdoor testing of ALFA 
sensors, anonymous and personal data may be acquired. Anonymous data does not allow to 
identify any individual information. Examples for such data are 

 radar signals, 

 radar Doppler signatures of aircraft or UAVs, 

 UAV remote control signals.  

These signal do not allow any identification of individuals or of their data. In addition, many of these 
data are only stored during processing (e.g. angle-of-arrival determination) and discarded directly 
afterwards.  

“Personal” data that would – at least in principle – allow to identify individuals are 

 voice radio, 

 ADS-B information, 

 video streams.  

It has not been decided if such tests will be performed in publicly accessible areas before the final 
demonstration. However, if such test will be undertaken, resulting data will be discarded during or 
immediately after the test, because the data have no further value for the developers. During 
testing of the ADS-B decoding functions, the decoding is tested, e.g. versus distance of the aircraft. 
The results of the decoding process will not be analysed later, so the data may be discarded. 
During testing of the video stream function, the focus is on cueing the EO sensor to the radar 
target and on the software framework delivering the video feed to a presentation instance on the 
ALFA user equipment. The content of the video stream is not of interest during these tests, and 
therefore, video streams will not be stored. In addition, external participants are not likely to be 
present during these tests. 

As a result, it appears not necessary to adapt specific measures to inform external participants and 
to protect their data during testing activities. 

 

Demonstration Activities 

The planning for the final demonstration involves selection of a suitable testing area. It is a priority 
to find protected premises with no public access. The demonstration area will be properly delimited 
and secured.  
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However, it is the very purpose of the demonstration to exhibit the system’s capabilities to 
interested external individuals. At the same time, some documentation of the demonstration activity 
may be taken (e.g. video footage or photographs for promotional material), so that appropriate 
information and consent procedures have to be employed. This includes the use of video and 
photographs in promotional material, which may be shown to certain audiences or may even be 
provided publicly (e.g. on the project web site). 

Therefore, an information package will be sent to potential participants in conjunction with the 
invitation. In this package, information on the ALFA system as well as on the planned 
demonstration activities and associated photo (and possibly video) documentation will be provided. 
An informed consent form will be included, so that the consent of every participant with the above 
will be documented. 

 

4.2.3 Research participants data protection 

In the first EEA report and advice, clear suggestion for the protection of research participants data 
are given: 

In case personal information are processed by the Consortium, data 
protection standards should apply. These standards should be integrated in 
to the Data Management Plan and further complied with. This, for example, 
implies that data of research participants that might be stored for any reasons 
in the SVN should be anonymised or deleted at the end of ALFA Project. 
(Bonfanti, 2017). 

As far as personal information is acquired in questionnaires or during test and demo activities, 
these will be securely stored in the project svn. Information that is not required to be retained after 
the project’s end (such as consent forms for photo/video documentation) will be anonymised or 
deleted after the end of the project. 
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Chapter 5 Conclusions 

This public deliverable describes the context of the ALFA project in the first part – namely a short 
account of the drug trafficking problems at the European south sea borders in conjunction with the 
state of the art in sea border surveillance and some thoughts on external factors and future 
prospects for the surveillance system developed in the project. 

The second part focuses on the ethical and fundamental rights dimension of the project, where the 
term “ethics” represents a number of different aspects in EU-funded Horizon 2020 projects. It 
comprises privacy and protection of personal data as well as research ethics and good scientific 
practice. Privacy and protection of personal data are discussed mainly in terms of sensor data, 
data minimisation and technical aspects of data protection. In the context of research ethics the 
analysis focuses on research data handling and protection of personal data of participants of 
different type of research activities. 

This report has been written at the midterm of the project. While the general concept of operation 
of the ALFA system as well as of the individual sensors were defined and specified in respective 
deliverables, the development of the system and of its components is on-going. As a result, modes 
of operation may still change and specifically the aspect of protection of personal data may 
undergo some changes. 

Measures adopted for protection of personal data follow the requirements of the respective 
regulations, namely the new General Data Protection Regulation (EU, 2016a). During the 
development phase, the ALFA consortium explicitly does not take into account or assume specific 
legal provisions for surveillance performed by law enforcement authorities. This is left to the future 
end users, which will operate the ALFA system under their state’s respective laws. 

Currently, potential issues of the ALFA system with respect to privacy have been identified in two 
instances: 

 decoding of the registration of an aircraft by means of ADS-B, which will allow its 
identification and potentially allow the identification of the aircraft owner, 

 recognising the registration of an aircraft by the ALFA operator using video surveillance, 
which will allow the identification of the aircraft and potentially of the aircraft owner. 

It has not finally been decided to what extent the ALFA system will decode and analyse the aircraft 
registration that is broadcast by its ADS-B transponder. Similarly, a detailed assessment of the 
mode of operation and capabilities of the EO sensor – providing video streaming to the operator – 
cannot be provided before the system development has been completed. No automatic image 
recognition nor automatic retrieval of aircraft identification from on-line databases is planned, 
because this information is most likely of marginal use for the ALFA operators. 

The ethics dimension of the project has been closely monitored by the external ethics advisor 
(EEA), who provided valuable advice and insight to the ALFA consortium. This is reflected by the 
inclusion of many of his contributions into this deliverable. This close cooperation will be 
maintained until the end of the project. This deliverable will undergo EEA review and the result will 
be used to update the final version of this document (deliverable D7.7). 

With respect to the ethics perspective, during the second period of the project the ALFA 
consortium will primarily tackle the open issues with respect to the handling of aircraft registration 
information. Any further changes in sensor capabilities or sensor and system operation will be 
analysed accordingly. An updated version of this document will be published at the end of the 
project. 
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Chapter 6 List of Abbreviations  

Abbreviation Translation 

AAA Authentication, Authorisation, and Accounting 

ADS-B Automatic dependent surveillance – broadcast 

AIS Automatic Identification System 

ATC Air traffic control 

CBD Cannabidiol 

CFREU Charter of Fundamental Rights of the European Union 

CISE Common information-sharing environment 

CoE Council of Europe 

DVB-T Digital video broadcast – terrestrial 

DOW Description of work 

EEA, EA, EAB (External) ethics advisor, ethics advisory board 

EC European Commission 

ECHR European Convention on Human Rights 

EFS Encrypted file system 

EMCDDA European Monitoring Centre for Drugs and Drug Additcion 

EMSA European Maritime Safety Agency 

EO Electro-optical 

EU European Union 

FAIR findable, accessible, interoperable, re-usable (data) 

FDE Full-disk encryption 

FLARM portmanteau of "flight" and "alarm", a collision avoidance system 

FP6 6th framework programme of the EU from 2002 to 2006 

FP7 7th framework programme of the EU from 2002 to 2006 

GC Guardia Civil 
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Abbreviation Translation 

GDP Gross Domestic Product 

GDPR General Data Protection Regulation 

GNR Guarda Nacional Republicana 

GSM Global System for Mobile communications 

HPEM High-power electromagnetic 

HTTPS Hypertext transfer protocol secure 

ICAO International Civil Aviation Organization 

ICF Informed consent form 

IFR Instrument flight rules 

IMEI International Mobile Equipment Identity 

IMSI International Mobile Subscriber Identity 

ISIL, ISIS Islamic State of Iraq and the Levant, Islamic State of Iraq and Syria 

IMO International Maritime Organization 

LEA Law enforcement authority 

LRIT Long-Range Identification and Tracking 

LTE Long-term evolution (mobile communication standard/system) 

nm Nautical mile (1852 metres) 

NPS New psychoactive substances 

OCG Organised Crime Group 

RAID Redundant Array of Independent Disks 

R&D Research & Development 

RF Radio Frequency 

RTP, RTCP Real-time Transport Protocol, RTP Control Protocol 

SERA Standardised European Rules of the Air 

SIVE Sistema Integrado de Vigilancia Exterior 

SIVICC Sistema Integrado de Vigilância, Comando e Controlo 

SM Security module 
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Abbreviation Translation 

SR Security requirement 

SSR Secondary surveillance radar 

SVN Apache Subversion (a versioning / revision control system) 

TEU Treaty on the European Union 2012 

TFEU Treaty on the Functioning of the European Union 

THC Tetrahydrocannabinol 

TLS/SSL Transport-layer security / secure sockets layer 

TSS traffic separation scheme 

UAV unpiloted/unmanned aerial vehicle 

UMTS Universal Mobile Telecommunications System 

UNODC United Nations Office on Drugs and Crime 

URL Uniform Resource Locator 

VFR Visual flight rules 

VPN Virtual private network 

VTS Vessel Traffic Services 
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